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Augmented Mosca’s theorem

Threat timeline

(8 years) - Migration (7 years) - Shelf-life
Crypto-

Procrastination

When is Y2Q?
Will it ever be?
Is it needed?
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End of Life for Vulnerable Cryptography
Not about quantum computers anymore
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Augmented Mosca’s theorem

Threat timeline
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Crypto-
Procrastination

(8 years) - Migration (7 years) - Shelf-life

The risk impacts hereThe opportunity to address 
the challenge with minimal 

impact is here

Emerging 
risks

Long-term 
risks

Compliance issues 
start here

Organizations (CROs, CCOs) need 
to frame quantum safety as an 

Emerging Risk
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Active regulations

EU DORA PCI DSS

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401774
https://docs-prv.pcisecuritystandards.org/PCI%20DSS/Standard/PCI-DSS-v4_0_1.pdf

January 17th, 2025 April 1st, 2025

Financial entities should follow a flexible approach, based on risk mitigation and monitoring, to deal 
with the dynamic landscape of cryptographic threats, including threats from quantum 
advancements.
DORA, RTS for ICT Risk Management (Whereas 9)

In force after:
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https://www.mas.gov.sg/regulation/circulars/advisory-on-addressing-the-cybersecurity-risks-associated-with-quantum

MAS recommendation

Monetary Authority of Singapore explains in a circular to FI CEOs on 
Feb 20th, 2024, the need to attain crypto-agility to be able to efficiently 
migrate away from the vulnerable cryptographic algorithms to PQC 
without significantly impacting their information technology systems 
and infrastructure.

The key recommendations in the letter are:
Keeping abreast of the latest developments in quantum 

computing, and raising awareness of the associated cybersecurity risks
Maintaining an inventory of cryptographic assets, and identifying 

critical assets to be prioritised for migration to quantum-resistant 
encryption and key distribution

Developing strategies and building capabilities to address 
cybersecurity risks associated with quantum
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https://www.sebi.gov.in/sebi_data/faqfiles/jun-2025/1749647139924.pdf

https://www.sebi.gov.in/legal/circulars/aug-2024/cybersecurity-and-cyber-resilience-framework-cscrf-for-sebi-regulated-entities-res-_85964.html

India Cybersecurity and Cyber Resilience Framework (CSCRF)
Cyber Resilience Goal: Anticipate | Cybersecurity function: Identify

Risk assessment (including post-quantum risks) shall be done on a 
periodic basis. Risk assessment shall include comprehensive scenario-
based testing for assessing risks.

Indicative measures to mitigate these risks:
Maintain an inventory of cryptographic assets, prioritizing critical assets for PQC 

migration, and assess their IT infrastructure capabilities.
Develop strategies for the protection of assets which can and cannot be migrated to PQC.
Upgrade employees’ skills, periodically revise policies and conduct proof-of-concept 

trials.
Explore the feasibility to adopt PQC and technologies like Quantum Key Distribution 

(QKD).
Monitor ongoing quantum computing developments for cybersecurity threats and 

ensure that senior management and relevant third-party service providers are aware of the 
possible risks associated with this technology.

Enhance their crypto-agility. 

Prioritization for PQC migration should be based on the risk 
assessment, criticality of the asset, sensitivity of the information it 
protects, and its exposure to potential threats. 

Comply by April 01, 2025
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https://boi.org.il/en/economic-roles/supervision-and-regulation/letters/letter202501en/

Bank of Israel requirement

It is important to prepare the banking system for information security 
and cyber risks related to quantum computing.

Organizations are required, at a minimum, to:
Raise awareness within the banking corporation, continuously 

monitor developments in quantum computing, and assess the associated 
cyber risks
Inform all relevant parties within the banking corporation, including the 
board of directors and senior management

Mapping and Managing Encrypted Information Assets
Development of skills and capabilities

Organizations are required to develop an initial plan addressing 
these points. The plan should be discussed by the board of 

directors and management.

This preparedness plan should be submitted to the Banking 
Supervision Department within one year from the date of the directive 
(January 7th, 2025).
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Image generated with Bing

We have little 
expertise on 
cryptography

I understand the 
threat, but I can’t 

engage the 
organization

We still fight with 
obsolete software, 

let alone 
cryptography



Results of the issues:
Lack of strategic programs
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The need for global coordination

https://www.fsisac.com/the-timeline-for-post-quantum-cryptographic-migration
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Positive impact of timelines

https://www.fsisac.com/the-timeline-for-post-quantum-cryptographic-migration
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Previous 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035

Compared transition timelines

Australia

Canada*

EU*

UK

US*

Bank of Israel

M.A. Singapore

India

Start planning

Complete planning New deployments must use PQC

Complete the migration on most sensible use cases

Start implementing PQC

Stop using vulnerable cryptography

Recommendations  and guidelines

Policies and requirements

Category Planning Activities PQC Implementation Activities

Clearly specified timelines

* Applies to US National Security Systems

Financial sector specific

* Applies to member states

* Applies to non-classified 
Gov. systems
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Situation
• Consensus is limited around the target dates 

Proposes
• Guidance from authoritative agencies would:

• Inform a coordinated global transition timeline
• Generate a top-down approach in financial institutions

• The guidance should convene clear and reasonable milestones that: 
• Enforce action. 
• Facilitate compliance with local policies and regulations across 

jurisdictions. 
• Reduce the need to maintain backward compatibility. 

Reminds
• Post quantum cryptographic resilience is not a competition, but a 

collaborative project. 

https://www.fsisac.com/the-timeline-for-post-quantum-cryptographic-migration

Summary
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Roadmap to Quantum-Readiness

2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035

Wave 1: Foundational and no external dependencies

Wave 2: Transition to PQC

Wave 3: Clean-up

Santander’s long-term timeline considers three main waves:
• Wave 1 Foundational activities and those without external dependencies (No-Regret Actions)
• Wave 2 Transition to PQC
• Wave 3 Clean-up

ExecutePlanDiscoveryProgram definition
Education and 

Awareness

Sector-wide timelines should guide the following milestones, per each use case:
• PQC Introduction When to initiate deployment of PQC -> Identify dependencies and their roadmaps
• Sunset start for classical cryptography When to stop supporting classical cryptography in new projects
• End of backward compatibility When to stop supporting classical cryptography in any project
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Specific use cases where banks can act now

Protection Confidentiality

Actionability High – Most CDNs will support PQC by 1Q2026

Intricacy Low – Most browsers support PQC since 2024. Standard 
solutions available for the bank and client side

Action Start testing implementation

Confidentiality protection in transactional websites: An easy first goal

A reality today!
https://www.f5.com/labs/articles/threat-intelligence/the-state-of-pqc-on-the-web , June 2025
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Specific use cases where banks can act now

Protection Confidentiality

Actionability High – Most CDNs will support PQC by 1Q2026. TLS negotiation 
monitoring is relatively simple.

Intricacy Medium – API clients are not updated often, hence their 
support for PQC will be limited.

Action Monitor TLS negotiation to understand who and why depending 
on obsolete parameters. Start planning to decommission 
insecure configurations.

Confidentiality protection in API services: Start tackling future backward compatibility challenges

https://www.f5.com/labs/articles/threat-intelligence/the-state-of-pqc-on-the-web , June 2025
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Specific use cases where banks can act now

Protection Confidentiality

Actionability Medium – Although foundational software and libraries already 
support PQC by default, their deployment in enterprise 
Operating Systems and products is still limited.

Intricacy Medium – The adoption of PQC will depend on peer-to-peer 
negotiations. Establishing a sector-wide plan would streamline 
the transition

Action Collaborate within the sector to agree on a transition roadmap 
and parameters

Confidentiality protection in secure file transfers: An opportunity to agree on common protection standards
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Specific use cases where banks can act now

Protection Signatures

Actionability Medium – Solutions to implement PQ digital signatures exist, 
but PQC certificates still need some time

Intricacy Medium – PDF readers do not support PQC signatures yet

Action Plan how to introduce PQC signatures in your legal documents, 
expecting current technical dependencies to be solved around 
2027 (possibly)

Long-term protection of digital signatures in contracts: Plan the second stage and minimize future mitigation projects
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Specific use cases where banks can act now

Protection Authentication

Actionability Low – Solutions are not available yet

Intricacy High – The transition may require complex software or 
hardware upgrades at scale. It may need to be coordinated with 
the terminals’ deprecation lifecycle

Action Promote vendor/industry collaboration to test and agree on a 
transition roadmap

PQC support in Point of Sale terminals: Design now the roadmap of long-term, intricate projects
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Europol Quantum Safe Financial Forum

Sponsored by

https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3/qsff

Bank; 28

Financial 
Services; 14

Central Bank; 5

Association; 5

University; 3

Financial 
Regulator; 2

Insurance; 2
Law 

enforcement; 1

Quantum Safe Financial Forum 
members

(Total as of Oct. 9th 2025, 60 members)
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Thank You.

Our purpose is to help people and 
businesses prosper.

Our culture is based on believing 
that everything we do should be:


