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Quantum computers can solve certain problems 
all at once



Quantum 
Computing 
will support 

revolutionary 
breakthroughs 



A game-changer 
for humanity

• Cure Diseases Faster 

• Discover life-saving drugs in months, not years.

• Create medicine personalized for your unique DNA.

• Solve the Climate Crisis 

• Engineer super-efficient batteries for electric cars 

and power grids.

• Design materials that capture carbon and generate 

clean energy better than ever before.

• Unleash True AI 

• Power machine learning to its ultimate potential, 

leading to revolutionary insights across science and 

industry.



Break the 
communication 
and encryption 
we use today



The time to act 
is NOW!

Prepare for large scale migration



Quantum 
Computers are 

already a Reality
They are just not yet powerful 

enough and there are still a lot of 
developments ongoing

• Quantum computers will be able to break current public key 

encryption; long term data needs to be protected now!

• It is important to view the migration as an evolution of security, 

rather than waiting for quantum computers to become a reality 

before doing anything

• Organizations should begin their cryptographic inventory and 

determine what data needs protection.

• Technology is already available, and organizations should start 

experimenting with it. It is important to start putting this 

technology in labs to learn.

• Side-channel resistance in PQC implementations remains a 

significant challenge.

• This crypto migration will be the hardest we’ve ever done!



Who is the PKI Consortium?



PKI Consortium
Registered as a 501(c)(6) non-profit 

entity (“business league”) under 
Utah law (10462204-0140)

• A diverse group of 300+ organizations such as 

governments, auditors, consultants, trust service 

providers, software and hardware vendors

• We are a non-profit entity, we have no 

membership fees

• Our vision is “Trusted digital assets and 

communication for everyone and everything”

• We are committed to improve, create and 

collaborate on generic, industry or use-case 

specific policies, procedures, best practices, 

standards and tools that advance trust in assets 

and communication





What are we working on?



PKI Maturity 
Model

pkic.org/pkimm 



PKI Maturity Model

• Maturity models assess organizational 
capabilities and readiness.

• They provide a structured framework 
for continuous improvement.

• Help identify gaps in processes and 
technologies.

• Support strategic planning and 
resource allocation.

• Enable benchmarking against industry 
standards.



PQC Maturity 
Model

• Not for the PQC Maturity of your 
organization, but the maturity of a 
product or service.

• Intended to support your PQC 
readiness assessments from the 
perspective of procurement and  
supply chain.



Training & 
Certification

for Public Key Infrastructures



PQC Capabilities 
Matrix (PQCCM)

pkic.org/pqccm



And more…

• Post-Quantum Cryptography
• PQC Maturity Model

• PQC Capability Matrix

• PQC Conference

• PKI Maturity Model
• Incorporating feedback

• PKI Training & Certification
• Chapter one open for public feedback

• Cryptographic Module
• Remote Key Attestation

• Vendor-Independent Key Backup



What is on the agenda?
https://pkic.org/pqcc



Yesterday, we had Workshops and Roundtables



Today, we have Strategic and Technical track
For the complete agenda got to: https://pkic.org/pqccc



Tomorrow, we continue with more sessions
For the complete agenda got to: https://pkic.org/pqccc



Housekeeping



Plenary

Breakout

Lunch

Restrooms



Switch between Plenary and Breakout 



Questions
pkic.org/ask



Thanks to the key contributors 
of this conference





• Adib

• Aina Hafieza Binti Fauzahar

• Albert de Ruiter

• Amir Suhaimi Hassan

• Aniza Binti Roslan

• Anuarul Datoabhalim

• Anuarul Halim

• Blair Canavan

• Chris Bailey

• Chris Hickman

• Effy Shafinaz Binti Zainodin

• Ezfar Afham Bin Azni

• Ganesh Mallaya

• Harald Kaiblinger

• Hazhar Ismail

• HuckHai Lim

• Iylia Afiqah Binti. Ismail

• John Buselli

• Jonathan Jackson

• Leigh Bailey

• Lois Teh

• Marcus Teh

• Mohd Afiq bin Mohd Izham

• Mohd Hafiz Bin Bahrin

• Muhammad Ikhwan Roslan

• Muhammad Rusydi Bin Adnan

• Muhammad Zahier Bin Idris

• Muhammad Zulfadhli bin Ibrahim

• Nazril Mohd Ghani

• Noor Afiqa Farhah binti Mohd Faris

• Nor Aziana binti Mohamad

• Nor Hakimie Bin Sabri

• Nor Idayu binti Abd Rahim

• Noraishah Bt Yahaya

• Norhashima Binti Bashah

• Norsolehah Binti Mohamad Hashim

• Nur Majdina Binti Mohd Nizam

• Nurul Syakirah binti Ismail

• Nurzilah Farhana

• Paul van Brouwershaven

• Razzuwan Bin Mat Razali

• Rohaizan Mohammad Aseri B. Md. Said

• Rohani Binti Ismail

• Samantha Mabey

• Scott Rea

• Shahira Zulaikha Binti Mohd Sharif

• Sharifuzan Noh

• Siti Sarah Binti Ishak

• Sven Rajala

• Thanen Thiran

• Tony Chen



This event would not have been 
possible without our sponsors





Speakers are not permitted to 
promote products or services 

during their presentations
A few sponsor Pitches



A quantum-ready platform to 
manage digital trust at scale

The Answer

LifecycleTrustVisibility Discover, inventory, and assess cryptographic 

assets that underpin your infrastructure.

Find and inventory all 
cryptographic assets

Identify, prioritize, and 
remediate vulnerabilities

Issue identities to devices, 
workloads, and code

Sign code and software to 
ensure trust and integrity

Manage the lifecycle of 
keys and certificates

Automate rotation and 
provisioning at scale

Issue trusted non-human identities for devices, 

workloads, and code.

Cryptographic Discovery & Inventory
Private PKI, Signing Solutions, & Cryptography

Certificate Lifecycle Automation

Automate the lifecycle of keys and digital 

certificates across hybrid and multi-cloud.



CRYPTO4A | Securing the World’s Digital Future

Quantum-Safe Hardware Security Modules (QxHSM )

Future-proof cryptography designed for post-quantum resilience.

Secrets. Simplified. (QxVault )

Fully integrated secrets management vault with built-in HSM.

Proven Innovation, Global Recognition

Titanium Sponsor • Recognized in 11 Gartner® Hype Cycles • Trusted by 

governments & enterprises.

Quantum Safe. Crypto-Agile. Designed, engineered and manufactured in Canada. 

Delivering innovative, quantum-safe hardware security solutions with 
uncompromising integrity.



Powering Trust in Business
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Id
entity

-Centric Solutions

Infrastructure

Identity

Issuance

C
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uance

•
Digital Card Issuance

•
Instant Is

s
u
a
n

c
e

K

eys, Certificates, and Secrets Managem
ent

Digital Certificates • PKI • HSM

Identity-Centric 
Solutions 
Powered by AI

Digital Signing

Identity Verification

IAM

$1B+
in revenue

3,400+
colleagues

50+
years of innovation

2k+
partners

150+ 
countries served

65%
Fortune 500 served

Founding member of the PKI Consortium

nShield HSM

PKI, mPKI, PKIaaS PQ Ready

CCoE, PQC Lab

Entrust is actively involved in defining industry standards and best practices.On-prem PKI

mPKI
PKIaaS PQ Ready

nShield HSM
PQ SDK

CCoE

PQC Readiness assessment
PQ Lab



© HID Global. All rights reserved

Part of ASSA ABLOY
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HID PKI-as-a-Service Overview

HID 

PKIaaS

✓ Provides a branded trust anchor at the issuing 

CA level.  

✓ W  k    ll f      a  za       ha     ’       

their own fully off-line root CA.

✓ Provides full turnkey service including private 

root key gen ceremony and management of all 

off-l    k y ma    al a     l            CA’ .  

✓ Perfect for large organizations with unique trust 

models and PKI hierarches.

✓ Subscription-based SSL means no per-

certificate or certificate-type pricing–

one fixed fee. 

✓ You can get all the certs you need, on-demand 

for one fixed subscription fee.

✓ Third-party certificate authority integration

Dedicated Issuing CA Service Private Root PKI Service Trusted TLS/SSL Service

Full Certificate Lifecycle Management

Centralize 

Management
Certificate 

Discovery

Reporting & 

Alerting

Approval 

Workflow

Delegated 

Administration

Automation Protocols Automation Integrations

Webservers & Network Devices Mobile Device Management Key Vaults

DevOps Tools Crypto Agility Public CA

ACME SCEP EST

REST API



ISO 9001 | ISO 27001 | Aero Excellence Certified

Data Warehouse GmbH



Security for What 
Matters Most

cpl.thalesgroup.com

Applications | Data | Identities



Subscribe to our                     channel for the recordings
https://youtube.com/@PKIConsortium 



Join the PKI 
Consortium

pkic.org/join 

pkic.org/join



Enjoy your day!


