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Discovery Projects





Attack techniques:

• Harvest Now Decrypt Later (HNDL)

•Trust Now, Forge Later (TNFL)



“… systems that cannot be retrofitted with quantum-safe 
signatures are ticking time bombs of trust.”

Marin Ivezic’s article, October 10th, 2025,  “Trust Now, Forge Later (TNFL) – The Overlooked Quantum Threat ”



Potential RSA usages:
• Key Transport (HNDL):

• Capture the session establishment data and decrypt later

• Document signing (TNFL): 
• one signature, multiple verifications over time

• Code Signing (TNFL):
• Multiple signature over time, hard-coded verification key

• Attestation (TNFL):
• Multiple signatures over the life of a product line under a single certificate 

chain



HNDL - System
• Total cost:

• Collection system: $

• Storage system:     $

• CRQC costs:
• Build:      $$$

• Per use:  $
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TNFL - System
• Total cost:

• Collection system: 0

• Storage system:     0

• CRQC costs:
• Build:      $$$

• Per use:  $
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TNFL vs HNDL costs
Items HNDL TNFL

Collection System $ 0

Storage System $ 0

CRQC $$$ $$$

Cost per use $ $

Cost of breaking 1 message: $+$+$$$+$ $$$+$

Cost of breaking 100 messages: $+$+$$$+100$ $$$+$

Cost of breaking 1,000,000 messages: $+$+$$$+1,000,000$ $$$+$







2035

FIPS 203 ML-KEM
FIPS 204 ML-DSA
FIPS 205 SLH-DSA

Quantum-Safe HSMs
FIPS 140-3 Level 3 

PKI using PQC-Ready HSM
In Proof of Concept and 
tested for viability

New PQC Root of Trust
Distributed & Ready

*Inspired by Matt Campagna’s excellent key note presentation at ICMC 2025
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*Inspired by Matt Campagna’s excellent key note presentation at ICMC 2025



From the FIPS 140-3 Management Manual
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*Inspired by Matt Campagna’s excellent key note presentation at ICMC 2025

FIPS 140-3 Certification Timeline
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