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Cybersecurity

Cryptographic discovery, inventory, risk assessment, 
Cybersecurity Challenges, Compliance, Software Supply 

Chain Control and need for crypto agility  

PKIC PQC Conference
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Cybersecurity

ISO 9001 | ISO 27001 | Aero Excellence Certified

Data Warehouse GmbH
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CybersecurityGovernance /Compliance

• US approach
• Inventorisation of all cryptographic items until 2030
• NIST: Post Quantum Migration projects
• CISA: „“Post-quantum cryptography is about proactively developing and building capabilities to secure critical 

information and systems from being compromised through the use of quantum computers,” said Rob Joyce, 
Director of NSA Cybersecurity.“

• https://www.cisa.gov/news-events/news/cisa-nsa-and-nist-publish-new-resource-migrating-post-quantum-
cryptography

• German approach
• BSI TR-02102 Cryptographic Mechanisms
• BSI, together with European partner authorities, has concretized the goal of completing the migration to 

quantum-safe mechanisms to protect against the “Store Now, Decrypt Later”-scenario for highly sensitive 
applications by the end of 2030 at the latest. 2026 starting date…

• https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf

• NCSC, ETSI, and many more 
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CybersecurityHow much time is left?

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.pdf 
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CybersecurityTimelines in average
• 2026 – start preparations

• Build teams, assign budget
• Identify priorities /risks (e.g. cryptographic inventory, risk assessments)
• Plan the migration

• 2030 – begin migration
• Migrate, test, roll out

• 2035 – Quantum readyness

• Uncertainities: Attack to Lattice algorithms with Grover (Yes, not Shore)
• Published first 2020 retracted due to a bug

• Mid 2025 Publishing the bug was solved. 

• Argument for cryptographic agility (maybe redo all the work again) as acontinuous process
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Cybersecurity

Do you have a 
solution for 

your 
environment?

Departmental silos
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CybersecurityNCCoE & ACID … nope … ACDI- CADI

https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms h
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Cybersecurity
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CybersecurityLet‘s start with the inventory

• Several different approaches to achieve the inventory

• Using existing information systems and databases

• Tracing the network traffic to find active cryptographic assets

• Active scanning of the assets

• Interfacing with existing cybersecurity agents to enrich the inventory
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Cybersecurity
Approach one: Using existing information 
systems and databases
• Interfacing between the systems

• Extract existing cryptographic 
informations

• Pro:
• No inpact to existing 

infrastructure (esp.complex one‘s)

• Con:
• Only partial informations 

available due to quality of DB‘s

• Interfacing topics 

SIEM 
DB

Logfiles

Events

Devices

CMDB

Devices

Software

Incidents

CERT
DB

Devices

Software

TRUST

SBOM
DB

Software

Dependencies

Supply chain
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Cybersecurity

Approach two: Tracing the network traffic to
 find active cryptographic assets

• Sniffing the network with agents / 
probes / appliances

• Extract actively used cryptographic 
informations

• Pro:
• Actively used crypto assets are  

detected 
• No third party tool needed 

• Con:
• Impact to infrastructure (Security)
• External view to devices and coms 

(public keys). Additional effords for 
correct location and private key 
material needed 
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Cybersecurity

Approach three: Deep scanning cryptographic 
assets

• Combining network ports scanning 
and local scanning of all assets

• Extract all cryptographic 
informations (certificates, keys)

• Pro:
• All used and stored crypto assets are  

detected 
• Permanent monitoring of 

cryptoassets
• Deep informations to every assets 

• Con:
• Impact to infrastructure (Agents)
• Data amount and time for 

implementation
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Cybersecurity

Approach four: Interfacing with existing 
cybersecurity agents to enrich the inventory

• Combining network ports scanning 
and local scanning of all assets

• Extract all cryptographic 
informations (certificates, keys)

• Pro:
• All used and stored crypto assets are  

detected 
• Permanent monitoring of 

cryptoassets
• Deep informations to every assets 

• Con:
• Impact to infrastructure (Agents)
• Data amount and time for 

implementation

Security 
Agent

Certificate
Collector

Security 
Agent

DB

DB
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CybersecurityApp

Development Pipeline Operations System / Network

Discovery
Target

Discovery
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Discovery
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System

Source
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Libraries
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- 3rd  party

Files
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- Cryptography

App
Binaries
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Libraries

Open 
source

Libraries

3rd party 
Libraries

Container

Host (VM / HW)

Source
Code

Binary
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Tool

File
Analysis

Tool

Development Pipeline Monitor

App 
Profiling

Tool

System 
Scanner

Passive
Network 
Monitor

Log Management / Risk Scoring

CBOM
SBOM

DevDecOps 
Tools

VM Monitor SIEM Tools

Operating System

Web Browser
User

…

Web Browser
Admin

Network MonitorSystem Monitor

…

Active 
Network 
Monitor
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Cybersecurity
Practical samles & talking about numbers 

API

Collector

Administration 
and 

Management
App

Modules:
Discovery
TrustChain
Delete
SecurityCheck
3rdPArty API

Black-
/Whitelisting 
Analyse
Policy enforce 
Exchange

Repository

company PKI process(es) 
with internal / external 

CA‘s

CA
P-Cert
Policy

Discovery

CA & HSM 

DB

DB

Governance and Risk Managment
Module

Security Processes

CLM Processes

Third Party API / 
SIEM, SOC, 

CMDB, PAM
(XML, JSON, CSV)

Discovery and Visibility Collection & Mitigation Governance & Management

Some numbers per device:
Linux  200         - 20,000 Certs
Windows 80,000 – 5xx,000 Certs
Mac OS  40,000 – 2xx,000 Certs
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Cybersecurity

Cryptographic inventory example

Like numbers? Mac Osx Highscore: currently 256.000, MS Windows 10: 369.000 Certs&Keys on one device
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Cybersecurity
Risk Assessment option example
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CybersecurityNeed for permanent process or onetime?

• Cryptographic inventory – CBOM++
• Building a Cryptographic Bill of Material and consolidate it in enterprise context

• Software supply chain inventory – SBOM++
• Building a Software Bill of Material and consolidate it in enterprise context

• Crypto agility
• Changing from one cryptographic provider (CA) to another with maximum automation. 

Identify weaknesses and needs for exchanging cryptography

• Risk identification and monitoring
• Identifying risk components or suppliers in the enterprise context

• Post Quantum Migration, Quantum Security
• Identify Risks, setting priorities, select algorithmic, perform development, change 

cryptography, verify status, perform operation, maintain product, implement new 
technologies 

• Investigate cryptographic security
• Eg. Keystore security, key / cryptographic handling



D
a
ta
-W

are
house G

m
b
H

Cybersecurity

Full Stop.

Data-Warehouse GmbH

Ottobrunn/Germany

https://datawh.info


