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Post-quantum cryptography Quantum key distribution Random number generation

Development and implementation Deployment of cryptographic Generating true random numbers

of quantum-safe algorithms that protocols for distribution of symmetric based on the laws of quantum

are secure against quantum keys, in order to avoid vulnerable key mechanics, as opposed to the

computer-supported attacks. exchange mechanisms. pseudo-random numbers generated
by traditional techniques.

Transitioning to a Quantum-Secure Economy, World Economic Forum, Sept 2022
https://www.weforum.org/whitepapers/transitioning-to-a-quantum-secure-economy/
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Entanglement over

Fiber Network QKD over Data Centre Led ITU-T work

Free space QKD across NUS-SingTel Cyber Quantum nanosatellite & Ed
-sat. ge Cloud :
1.5 km with entangled Security R&D to SpooQy-1 deployed & Nano-sat item on QKD
photon pairs support QKD trials from ISS protocol
framework
Published

Singapore’s 1st
standard on
QKD Networks

2025

2017 2019 2020 2023

o

SPEQ)TRAL S§

Centre for n
Quantum INSTRUMENTS SQUAREROOT

Technologies

2006 2007

NETWORK
SINGAPORE

S5INGAPORE

NATIO‘-IAL
- QUANTUM-SAFE NATIONAL
NETWORK QUANTUM-SAFE

G

I l INFOCOMM NQSN Testbed

BEIET phase i

Digital blueprint: vision of a
guantum-safe nation in 10 years

Entanglement-based | & NQSN+, Southeast Asia’s first
NQSN Phase | ’
QKD System

quantum-safe network infra.
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Bob

v' Tamper-evident method for establishing a

secret symmetric key pair

v Information-theoretic security: Secure m

regardless of Eve’s computation power

Quantum Key-Encrypted Communications

| |

A
Application

A
Application

KD Keys QKD Ke >
<1, *0011011 1010011¢ > N
- . . antum Channel S . .ﬂ.
Quantum Key Distribution W Quanty » Quantum Key Distribution
System (Transmitter) J‘ Classical Channel System (Receiver)
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QKD & PQC SIDE-BY-SIDE SINGAPORE

Table 4. Comparison between PQC and QKD

PQC QKD
Implementation Software and hardware Hardware
Protocol security Computational complexity ITS
Implementation loopholes Exist Exist
Application and usage Public-key encryption and key establishment, Digital signature  Key establishment
Migration Software and hardware upgrade Infrastructure and hardware upgrade
Standardisation and certification =~ Required Required

PQC: Post quantum cryptography; QKD: quantum key distribution; ITS: information-theoretic security.

Qiu, K., Haw, J. Y., Qin, H., Ng, N. H., Kasper, M., & Ling, A. (2024). Quantum-Secured Data Centre Interconnect in a field environment.
Journal of Surveillance, Security and Safety, 5(3), 184-197.
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MOTIVATION & OBJECTIVES SINGAPORE
TESTBED INFRASTRUCTURE & USE CASES

* Nation-wide terrestrial network Quantum
(+ optical ground station) Security

e Public-private collaborations & use cases
with >30 companies & govt agencies

Scalability

* Vendor neutral and multiprotocol

* Hybrid Quantum-Safe Technologies, e.g.

QKD and PQC (Post-quantum cryptography)

. Interoper-
* Interoperability of quantum-safe ability

technologies and applications

SECURITY FRAMEWORK & GUIDELINES

* In-depth functional & security evaluation
of Quantum-safe technologies to seed
certification

e Build readiness by developing national and
international standards

e ———————_ e
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TESTBED - FIBRE NETWORK FEATURES SINGAPORE
ooooooooooo Seletar CO
12-node Star-Mesh
Z Fraunhofer _ Network
— - Total dark fibres:
CO [, ;
——— r—— NUS 514 > 75 fibres
G Biie || o] ity W\ SEdee— Total fibres length:
EEE SPMS - GOVTECH S 1500 km
—— Completed NUS S15 Distance range:
— In progress I I I %P%!HJI'ES% 0.45 km = 47 km
NetLinkTrust .
the fibre of a smart nation !-!ANOT UR:‘!(:ZMPQ ,IN\! S p EQT R ﬂ L

Fibre Network Provider

: - e—————————
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Wie connecl. We transform.

TESTBED — DIFFERENT LAYERS IN NQSN SINGAPORE
Application Layer 4. ENSEEN%;-SAFE
O Encryptors & ) , Sesion NETWORK |
Quantum-Safe ‘ ETS|([C—) Ablication VIAVI
Applications : GS QKD 014 |
- F:i:RTINET |
Network Juniper .
H| |nteropera management Iayer i
L Scalability ‘ @Hitachi Energy
ey management !
NATIONAL evolution o : y 8 E
E@gﬁﬂ&n-sﬁﬁ %.% ST Engineering 7 : layer :
:S,INGAF‘DRE [ E : \ Testing THALES i
: ; VIAVI 3"% ST Engineering !
O Multi QKD protocols Citenee g AV KEYSIGHT R
O Existing Fiber infra clena i
Quantum layer IlTERRABIT |

NetLinkTrust |

the fibre of a smart nation

* Compliance with ITU-T Y.3800; IMDA TSAC RS QKDN Open Systems Interconnection (OSI) Layers
e ——— e
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Network

Encryptor ‘

QKDN Manage.

IDQ COW

IDQ BB34

Toshiba BB84 — |

KMS & QKDN Manage.

Software App

Quantum Randomness
Beacon (S15 QRNG)
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Fiber panel

QKD & Fiber Testing
Viavi etc.

IDQ BB84 Bob

Optical switch

Quintessencelabs
GMCS CV QKD

S15 BBM95
Source, Receiver A,
and Receiver B
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QUANTUM LAYER - QKD SYSTEMS EVALUATED

*  Multi-QKD protocol, vendor-neutral QKD network testbed
e Evaluation of different QKD protocols: BB84, COW, GMCS, BBM92

* SKR between 0.2kbps — 0.1 Mbps

Cerberis XG & XGR

Prepare-&-Measure Continuous-
Variable (CV) QKD

I

|

|

|

I

. O

1 :

K Quintessence
| o Labs
I B
|
|
|

Data Uncompromised

gOptica 100

Prepare-&-Measure Discrete Variable (DV) QKD

V‘)” —

TOSHIBA

Clavis XGR

¥ Entanglement-based (EB) QKD

11 =

1] b -
o

= o
e -

11 InSTRUMENTS

] QKD System with |
QKD System V0.2 asymmetric setting !

Centre for
Ouantum
Technologies

Secure Key Rate (bps)

NATIONAL
E QUANTUM-SAFE
METWORK

SINGAPORE

Secure Key Rate vs. Loss (Mean with Std Dev)(NQSN's QKD)

—4— BB84 Type 1
—4— COW

10

—4— BB84 Type 2 (Loopback)
—+— BB84 Type 2

—f— BBM92
—4— CV-QKD

10°

-
o
o

->
(=)
-

0 5 10 L(;t;s (dB) 20 25 30
Site 1 Site 2
QKD-Tx VOA QKD-Rx

Performance evaluation & SKR verification
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KEY MANAGEMENT LAYER G INGAPORE
* Interoperable Key Management System (KMS) o
* Key interface development & evaluation 4| e — - -

KM3

KSA link
[KS38 [—a | —a[-—]

KMA3

[knm38]~0]—a]—a]

KMA link] | | [KM3BY

Key Management System (KMS) N

* Interoperable with different QKD systems and apps

* Multi-input &-output key interface with scalability

e« KMS link secure by TLS 1.3 with X25519MLKEM768 for key exchange
(PQC) and X.509 PKI certificate for authentication

anagement layer

QKDN manager

KMA link | | |

Key Management Agent (KMA) = .
« Key buffer for integrity check U == T e === [ ':mj -
 KMA key storage: Key data base T e e o
. . :

Prantlve key rela.y_ with OTP and AES ITU-T Y.3803 Quantum key distribution networks — Key management
* Hybrid key capability under development (NQSN KMS: Modified version of Case 2)
Key Supply Agent (KSA)
* Key supply to cryptographic application — ] e

« Key (value + id + hash)

« Temporary buffer for keys
* QKD Modules connected to the KMS

* KSA user (SW to be supplied with keys)
* KSA keys.

« Relay Informations (from QKDNC)

80

* KSA key storge: Key data base
* Key Interface: ETSI GS QKD 014

8000

I

8010

* Follow ITU-T Y.3803, X.1712; ETSI GS QKD 014; IMDA TSAC RS QKDN NOSN KMS V1 softaare architecture
e —————————— e b
© NQSN e
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QKD NETWORK MANAGEMENT LAYER

« QKDN Controller & QKDN Manager

* A centralized QKD network management system - — |

consists of QKDN controller and manager \%
Controller Function gm0 MR L [
«  Network configure control T Y= N Em e e
* Routing control for key relay
- Configuration control NQSN QKDN control & management system software V1 architecture

* KMS policy and other policy control
e Access control & session control
* Periodic task control

Management Function

* QKDN parameters monitoring: QKD, KMS, interfaces...
* Entity authentication
* Quality of Service (QoS)

Fault detection & reporting

QKD-Key rate log QKD device temp.

D
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‘h‘é?&%%”k“’s"“ Quantum Randomness Beacon

AD-HOC QUANTUM APPLICATION ¥ ¥ ¥
Chain 1, Pulse 3188

uri https://quantum-entropy.sg/beacon/2.0/chain/1/pulse/3188

| e Quantum Randomness Beacon Service

version 20

 Developedin "SpooQy Lab“in CQT and operation
under NQSN Testbed ciphersuite 0

period 60,000 ms (1 minute)

Randomness Source chainIndex .
* Based on Quantum Random Number Generator pulseIndex

(QRNG) from S-Fifteen Instruments cinestan
e Vacuum fluctuation with homodyne detection

2025-10-29T13:12:00.000Z  Formatted ~

statusCode o]

localRandomValue fAc2e3892e3eb7f2efde9dd0f215086e609d4c944395e9f40c9eed0cA1bd04ce

Ran d omness Beacon Service a4855bbdd90c4fab3931b8b0adad0fcf2e56b324845b65da2aa7a0a09920e439
- - certificateld a0b3337b34f96a658652076335146d71265c88d71415898b41268fdd7fabd676
L d Ra ndom ness service as in NIST |R 82 13 8a270b35f910a75ccbd562040b2c0cd773e6893eca3ead3e604de6d3fd161ale
e Random strin g bits on a fixed interval external.sourceld  521b9ccefbcd14d179e7a1bb877752870a6d620938b28a66a107eac6e6805b9d
. . . 098945b5730508041aa56710847d439ea74cd312c93551f2dac08d40e41d50
* Real-time randomness without a formatting

external.statusCode 3

framework
external.value 641d2b095fde56a5a55720a91b0e53¢c703bd2b3aleee0b8847234092281d0856
8b2774d57796f8188af3856eb789fdf8a4504da8f2caf34acc526185cd1802¢ce

[=] e [m]

™

Previous 2025-10-29T13:11:00.000Z

[
A E QR N G 1 2eab24214311eb76d63393810692726ec5e982a7bd299238fb4cf7b8b76adabb
E II'ISTHI.II'I'IEI% 853b8f5d41d53c9af1d3e2a5a8ef2dB8ae0dcA8ff46f0179568b117a8004felel

https://quantum-entropy.sg/
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ITU-T Title ISO/IEC ITU-T X.509 ITU-T X.510
Recommendation reference ISO/IEC 9594-8 ISO/IEC 9594-11
Public key certificates Wrapper protocol
X.508 (04/2025) Information technology - Open Systems ISO/IEC Certificaterevocationlists |, |} Establishment of share keys
X ) . Authorization and validation lists Use of alternative algorithms
Interconnection - The Directory: Public-key 9594-12 (for constraint environments) Management of AVLs
infrastructure: Establishment and maintenance Gibis carificates G ibaeipon piatocyl
(for accesi-sgfltrol) Trust broker protocol
X.509 Amendment 1  Information technology - Open Systems ISO/IEC S o
Corr.2 (11/2023) Interconnection - The Directory: Public-key and 9594-8 ITU-T X.508
. . ISO/IEC 9594-12
attribute certificate frameworks Eetablishimiant andl muintenahce
; s phic algorith
X.510 Amendment 1 Information technology - Open Systems ISO/IEC wﬁﬂiﬁr:;aﬁ;f;:;tms
(08/2025) Interconnection - The Directory: Protocol 9594-11 AL f:if"_‘:::;z;‘"t‘ac“‘“e
1
specifications for secure operations Mathematics for cryptographic
algorithms

O Plans for X.508, X.509,X.510

- 0 0 : - - * X.508, X.509 and X.510 belong to the X.500 series
» Usage of Authority and Validation lists for loT devices which (directory) and the ASN.1 modules imports definitions

have limited capacity. from other parts of X.500 series recommendations often
» Usage of quantum safe algorithms. A migration mechanism related to directory service.

using specific extensions has already been added to the last *  Plantoreorganize ASN.1 definitions to have three

. . categories of module: Modules common to Directory
Edition of X.509 Recommendation. Service and Cybersecurity (example: UsefulDefinitions),

» Split ITU-T X.509 to separate Public Key Infrastructure and Modules dedicated to Directory Service, Modules
Privilege Management infrastructure used for access control. dedicated to Cybersecurity

Jean-Paul Lemaire, Plans for X.508, X.509, X.510 Recommendations 3 ITU-T X.509 Day, 9 May 2024

“
D
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PUBLIC KEY INFRASTRUCTURE (PKI) STANDARD QUANTUM-SAFE MIGRATION STATUS < NETWORK
SINGAPQORE
@ WP1/17 Digital identity, Quantum based security, PKI and Fundamental security technologies = MYWOTkSP--- H@e
. Q10/17 Identity management and telebiometrics architecture and mechanisms
Continuation of Q10/17, update by ITU-T SG17 (Geneva, 8-17 April 2025) and endorsed by X.509Amd.2 - The Directory: Public-key and attribute certificate
TSAG (Geneva, 26-30 May 2025) frameworks
ISO I EC | Qii/17 Generic technologies to support secure applications | pK| standard, X.509, X.500 series
— . !=_-_-_-_-_-_-==ggga§g§§g_-_-_-_-=_-=_-_-_-: Study Period: 2025-2028
| as/17 AT RS EEE T I QKD related Wls, NQSN involved
| Continuation of Q15/17 ’ Study Group: SG17
O PKI standards are now under revision Question: Qs
® Under dEVE|Opment |n ITU'T SG 17 WP1 Q11/17 and |SO/IEC JTC]. SC6 Status: Under study [lssued from previous study period]

* PQC considerations will be gradually updated in the X.508, X.509, X.510

ITU celebrates ITU-T X.509 Day every year on 9 May or 5 Sept [iatss ‘ )
H Fourth ITU-T Y 5% A B Type of work item:  Recommendation

X.508 (Pupllshgd 04/20?5) | X.509 Day | 4000 \

Some considerations on migration to PQC ——— R --

Quantum computers and cryptographic algorithm migration [atieatSEEE | (| ] .
Possible attacks by use of quantum computers T % 8 X.509amd.1 Corr. 2 (Published 10/23)

. : . , , extensions has already been added to the
The wrapper protocol includes a migration path for cryptographic algorithms last edition of X.509
allowing for smooth migration to stronger cryptographic algorithms as such N _ ,
. . : . : e Usage of PQC algorithms will be updated in
requirements evolve. This will allow migration to PQC algorithms. , . ,
. : : . following editions and maybe in the
Annex H Migration of cryptographic algorithms: quantum computer threat;
. : X.509amd.2
migration tools/approaches

’w
© NQSN T
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STANDARDIZATION - INTERNATIONAL

Y lusocomm
NEDA
l l \ OCYILOMWINT

AUTHORITY

7 IMDA's NQSN+ will advance Singapore's vision of a
quantum-safe nation in the next ten years.

" IMDA partners NQSN to co-lead the first
standardisation of the QKD protocol framework at the
International Telecommunication Union togather with
Japan.

" IMDA has also signed a MoU with South Korea's NiA to
build biliteral cooperations in gquantum technologles
between the two countries.

[2022-2024] : [5G17]: [Q15/17]
[Declared patent(s)] - [Assoclated work]

KXot QKD geck

Framewor of Quantm hey Ssdituton (OKD) peotoooss i GRD network
Under shudy

AR

Recormeendaion

N

202500 (Medum prioaty)

International Telecommunication Union
Standardization Sector

ITUPublications

Recommendations

Recommendation
ITU-T X.1713 (04/2024)

SERIES X: Data networks, open system communications
and security

Quantum communication — Quantum Key Distribution
Network (QKDN)

NATIONAL
QUANTUM-SAFE
METWORK

SINGAPORE

ITU-T  Technical Report

TELECOMMUNICATION
STANDARDIZATION SECTOR (24 November 2021)
oF

ITU-T Focus Group on Quantum Information
Technology for Networks (FG QIT4N)

FG QIT4N D2.3-part 1
Quantum key distribution network protocols:
Quantum layer

§G11, 5GY), ISOMEC JTCH 5CI7T'WG), ETSIISG.OKD

£ECTY DRTSATy Garmaryy, Singagore (Hepubiic of), CAS Cuartum Network Co L3, 1D Cuantigue, NCT, QuantumiCTek Co

$ia. 9 Kaeoork Nobsad nivoni 1 Security requirements for the protection of

quantum key distribution nodes

P i
. O International standards
® N2 ETS| GS OKD 005 vz amn e Led and established the work item for 15t standard

=~ on QKD protocol framework in ITU-T (With IMDA)
1:2023 e e Editor ITU-T X.1713; FGQIT4N D2.3.1 & 2.3.2
ITU-T JCA QKDN Vice Chair; Q15/17 Asso. Rapporteur
* Liaison officer & Contributor ISO/IEC 23837

Protocols and Security Proofs

SINCGAPORE ~ 06 JUN 2023

Information security — Security °
requirements, test and evaluation )
methods for quantum key distribution

Em Part 1: Requirements

Read sample Surity
Published (Edition 1, 2023) luation L]

S e Contributor ETSI GR QKD 017, Revision GS QKD 005
T et T Participation & Monitor in ITU-T SG17, SG 13, SG11,
- JCA-QKDN; ETSI ISG QKD; ISO/IEC JTC1 SC 27 WG3

zm Part 2: Evaluation and testing methods

Read sample
Published (Edition 1, 2023)

D
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Service layer

layer

Key management QKDN control
layer

layer

Quantum
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STANDARDIZATION -LOCAL

|
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SINGAPORE

r--------------‘

IQKDN Framework & Functions!
o 3 ¥ INrocomm 1 1
Application Application link § §° % g User A 1 Considerations 1
- - E‘ g ; g, | metwork Telecommunications I QKDN Management !
= E Standards Advisory I g I
~O K, K, ~=©® Security g Committee {TSAC) | Layer & QKDN Control |
- -= - ———- -= " Layer |
demarcatmiz : VA I
_________________ , Reference Specification 1 QKDN Key Management 1
i QKDN QKDN QKDN | | Layer |
contrller controler controter — I |
5-; Distribution Networks 1 Quantum Layer: I
2 || £ : QKD Modules & Links :
£ & Y QKDN
z || g
S ||k 1 Local standards
o . o
@ =0 K Kuc =@ 2 1. IMDA TSAC Quantum Communications Network Task Force,
KD modute B OKD modute TS }<:> with chairs & editors from NQSN, consolidated the
contributions from 20 partners
—
QKD node QKD node QKD node Y.3800(19)_F3 2. Singapore’s 1 standard (Reference Specification) on QKD
(trusted node A) (trusted node B) (trusted node C) . . . . .
Networks published on June 2023, with high level descriptions
of QKDN & aligned with SDOs on QKDN, e.g. ITU-T, ETSI
Figure 2 in Rec. ITU-T Y.3800 Corr.1 (2020); 3. 2" phase study on QKD modules & networks evaluation &
* Conceptual structure of a QKDN and a user network i )
4. 3" phase study to update RS QKDN, e.g. PQC, interworking
I — et _——e———————




KEY MANAGEMENT LAYER USE CASES
P P P

NATIONAL
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NETWORK

SINGAPORE

Network mgt layer
Key mgt layer

TOSHIBA
GBQ Quantum layer

NQSN KMS for Multi-node, Multi-QKD Key Relay

Fzl FITInET IPsec-Encryptor F FITII'IET

l--l—nl

evolutionq

FSR@NTU ECE,
Z Fraunhofer m-Lu::-:» ] » | ity 5L|T:|
e DV-COW % Echl“'" evolution Y "TOSHIBA ==

fffffffff CV-GMCS QKD Simulator DV-BRS4

Multi-hop, Multi-QKD Over 5 Nodes

© NQSN
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N\ 0
Alice g Bob
App o App
1 = 1
KME 1 } -------- | s KME 2 QKD B

[QKDAH D1 } [ LD2 ](—[QKDA]
 Quantu
Bridge

Cross-border Distributed Symmetric Key Exchange (with QKD)

- - V1AV

) 3 )

reravtt VPN Tunnels % rerovnt [
supply pressure

Key forwarding sl eslokD 014 test
(OTP Req.) a«

NATIONAL
@ QUANTUM-SAFE
NETWORK

establishment establishment

QKDN KMS Robust Test with TeraVM

- ——_
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QKD-SECURED DATA CENTRE INTERCONNECT NETWORK

Z Fraunhofer

SINGAPORE
| sample Data Out |

- NANYANG
TECHNOLOGICAL
| UNIVERSITY
SINGAPORE

Centre for
Quantum
Technologies

Cloud Computer A
[ Encrypt
=

| Sample Data In |

»

Decrypt

Symmetnc QKD Keys Symmetric QKD Keys
Maobile Hotspot for R\ 5TT STT (@ Miobile Hotspot for £"% §TTelemedia
ntermet rrs ol Inkemet *** Global Data Centres
: = e - i i s ‘ = P
TI=AnSTIRz Ethernet Ethernet SisAneTIaz ¢ = 7 N :
I [RiS) [Ruas) I STT GDC-A « IDQ NetLinkTrust
< the fitve of & $man nation
Key Delivery Key Delivery
[RI4S) {RI45)

] Management SKR: 2.4 kbit/s WS:ET:T:::]

Link [RI45)

Cerberis XGR [Brﬂb:l CQT through the National Quantum-Safe Network supports quantum key distribution trial with ST Telemedia Global Data Centres

QBER: 1.9%

5 June 2023

Singapore data centres exchange quantum-safe encrypted files

a 4
4

Quantum, service and KMS link

Cerberis XGR (Alice) {Owptical fibre)
* QKD system (IDQ) operated stably & continuously over Quantum-Secured Data Centre Interconnect in a field
commercial-grade fibre (Netlink Trust) environment
H . iews: | Downloads: | Cited: g Crossref
* DemonStratlon Of secure data tranSfer over VPN Wlth Eaiweigs:lu]jng Yan Ha\iil-:'}; Hao‘;inzm :ell'_-,f H. Y. Ng', Michael Kasper3, Alexander Ling24

| Surveill Secur 5af 2024;5:184-97.

QKD keys

© NQSN
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QUANTUM-SAFE 5G & GOVERNMENTAL INFRASTRUCTURE NETWORK

SINGAPORE

e o SUnh=]

G

Technologies SINGAPORE UMIVERSITY OF
TECHNOLOGY AND DESIGN

THALES THALES

3-node Encryptor

3-node KMS

KMS

Encryptor

E t . /Wll\/l-\lv\ / ! E t J ”
ncryp or . T ncryp or |
= Rvy L

SKR: 107 kbit/s

WcHon chy /

Sungei Ten ah Lod e@
g g' g /

e o
@mm
W[SN WATER
CA
3
L

YI0'CHU

". k35
ANGIMO'KIO ¥
G m MENT,
¢ EI_II-'I“E] p Singapore @
SingaporeAir; TrCHNGLSa" Amd SesIEN lscovery Centre 52

Force{Museum
®, ST ot

BUKITS nwmf "/5

: : P/ Distance: 46.66 km
tenherm ( -’/\ LOSS: >19 dB

Quantum
Technolagies

NetLlnkTrust
(1]

fove: of a srmast nation W
STE RN§ Sentosa
ISLANDS

QKD/PQC-encrypted 5G Infrastructure 3 node GovTech-ST Engineering QKD-Encryption

e ———————— e

e sse—
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OTHER QUANTUM-SAFE REFERENCE USE CASES NETWORK

SINGAPORE

IS = Lanrengn ADGEaT

o PP e e e -~ Piai g Sl O s T o e )
\
32 48 km (11.52 dB) If NODE A . Il NODE B
mmmmmmm I = _—
COW QKD ! G ==, @S | ! “ Fraunhofer  oB itiees
|
s OOGE: ) ; ; @
JTestset 1 Wavaservers :1 X 8006:
I i I -
100GE ®\ - : : i
1 I

Company |

ciena “resmae

Hitachi Energy MPLS QKD Integration (L2.5)/Fortinet VPN (L3) OTN Layer Quantum Encryption (Ciena L1 Encryptor)*

*In Progress

Centre for

a Quantum AWS Quantum Technologies Blog

Technologies 7 , 2 . . .
. gl Implementing a quantum-secured network in a metropolitan area
"’w\" by Juan Moreno and Cyrus Proctor | on 06 MAR 2023 | in Quantum Technologies | Permalink | @ Share
2

. Featured on
) Ao m AWS Quantum
Technologies Blog

Quantum-secured VPN link p o)
. https://aws.amazon.com/blogs/quantum-
(AWS Edge Compute & Fortinet ha rdwarE) computing/implementing-a-quantum-secured-network-in-a-

metropolitan-area/

| — e —
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HYBRID QKD-PQC SECURED USE CASES

e FSR N O cqQr N O

™ r

Network Core Network W

ECE

(Network

Switch Switch J

A L.

™ r ™

F:i:RTINET F::RTINET

QKD-key for ‘
AES256 3

®
CHECK POINT"

_

T

PQC

Client e ==

AN / -

L

Switch

.

°
& cHEeck POINT
A

e

.

Client

N

Hybrid QKD-PQC VPN (Fortinet, Check

Point) between 3 nodes
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> C QO D 127.0.0.1:8080 g H = & a

QKD Encryption/Decryption Web App Home

NATIONAL Encryption Results
E QUANTUM-SAFE
NETWORK

Plaintext Length (bits): 736
SINGAPORE

QO D 127.00.1:808(]

OPEN QUANTUM SAFE

software for prototyping
quantum-resistant eryptography

Key Size (bits): 256
Number of keys retrieved: 3

Encryption Decryption Key IDs:
59493d260-65d1-4cbb-bld3-edeclce09156
Encrypt Plaintext 5e85acc4-00dc- 4c5d-aacO-daclc5d60427
f43e9c42-861a-409b-bBa0-2acd91277726
Plaintext:

Hello, this is a string of text.
Maybe another line.
And just a last one here.

Encrypted Blocks:

b’ \x03\ xc2\xc5\ xcB\xd 1\ xca\x9c\ xdd P\ x 7\ xdc\xBay\ xd2\xbc
\xeB\xc3\xac\xaerz\xdd\xdat\xf FRFX86\XC2\x142\xc2" b'b\x90
\xf8_\x82\x91\x0c\xe7B\xdaT\xeb\xfcs \xd5\xad\x19\xfa
\xd7\xd0\x80 1\ xe3\ x99\ x FFI\xc2\x0b\xd5\ xce\xad " b'\xf1
\xfe\xfFAXI2rF\x14 \n\x1dW\xa7\xb8\x90\x1a.\x80\xe8
\XOFA\xFb\xbT*; \xda\xbb\xac "

Standard OpenSSH

| Encrypt plaintext with OTP and send over SCP || Encrypt plaintext with OTP and send over SFTP |

OpenSSH with PQC

| Encrypt plaintext with OTP and send over SCP+ PQC | Encrypt plaintext with OTP and send over SFTP + PQC |

Hybrid QKD-OTP with PQC-OpenSSH Encryption
VIAVI

PQC KEM over TLS

F::=RTINET F::RTINET
a

TeraVM o ammmmImmy ——————  L.ammmmIzmie

5

TeraVM

HTTPS Client ﬁ}“&.’;{’;‘,ﬁpws HTTPS Application
Applications siNGAPON Service

m — m

Gg? Quintessence
Bt Labs

CV-QKD
(aOptica)

QKD-PQC Defence in Depth (Quintessencelabs, Fortinet, Viavi)

D
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QUANTUM NETWORK RESEARCH ON NQSN TESTBED NETWORK

SINGAPORE

f (a) Pump preparation it (b)
CW laser EDFA Circulator i

== == ==
Qwep HWP PBS

Collimator

uu-rc»i

SMF-28 UHNA7 Deployed fiber

Silicon Chip

FPC

— [+ =] =
1550.12nm 1539.37nm 1561.01nm
DWDM DWDM DWDM

(Confocal |

State analyzer r Microscopy) |
()

Filter Lens

Singapore .,

yl

, s

QKD with Single-photon Source

‘!i i!? QWP PBS

50-km SMF28e HWP T
BP LD@405nm APD
@ e P
’ Circulator //d " SMF@405 nm [
0.07 g segi(n}g)ﬂbre = a-BBO Time
) ° Phase fluctuation A \ Stamp
E 0.06 Fll i g recor dled Photodi ode s Faraday Mirrors
Soos| MW a%mm il ww L / ‘ HWP Signal Si
0.04 = m)—-ﬂ) ‘ APO
wiza [ ] a-BBO HWP PPKTP HWP PBS
%\ Gintech 0.03, 5 6 20/ ey ', - " F = fretorbten
= Tlme/h % —W SMF@
) ) . . . . . . DMHWP DM HWP a-BBO BP 586 nm
Polarization QKD With Single-photon Emitter Interferometic Fibre-Sensing

Polarization Entangled Photon Pairs

e sse—
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RECENT QUANTUM-SAFE INITIATIVE IN SINGAPORE SINGAPORE

INFOCOMM

. Il ' MEDIA
Biz-Tech B 0\ 4 geveoment

Acceleration Singapore’s Quantum-Safe Transition //Quantum key Distrbution

Proof-of-Concept Sandbox
for the Financial Sector

Post-implementation Report

As global quantum adoption advances, Singapore has prioritized enabling quantum-safe solutions to stay
ahead.

F;

* National Quantum-Safe Network Plus (NQSN+) was launched to enable businesses to adopt quantum-safe
technologies (agnostic to both QKD and PQC) in real-world applications. Builds up and mature capabilities
in technical, operations and business in this area.

Key Developments:

Commercial Quantum Safe Standards Industry Pilots and
Networks Collaboration Adoption

Singtel m e
Trusted

SPTW Nodes ++
Trusted Y, ~~=—=== N
Nodes ./ U

Interoperable QSN 1 Interoperable QSN 2
(Singtel) (Sptel, SpeQtral)
Singtt SPEQTRAL Co-leading QKD protocol Ongoing pilots and adoption . G i g oo s
A platform integrating QKD into networks standards and interoperability in the industry [ ®@DBS X Docsc #UOB  seeQrraL SPR]
National Quantum-Safe Network Plus MAS Quantum-Safe Communications Sandbox

https://www.mas.gov.sg/news/media-releases/2025/mas-and-industry-
partners-publish-technical-report-on-proof-of-concept-sandbox

e ————————— e - ee—————————
ST D

https://www.imda.gov.sg/about-imda/emerging-technologies-and-research/national-quantum-safe-network-plus
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ABOUT NQSN TEAM

COLLABORATION NEWS PUBLICATIONS JOIN US Contact Us

CQT updates roles in national quantum
programmes

The National Quantum-Safe Network (NQSN)testbed remainsded from CQT by

Principal Investigator.Alexander Ling, a Professor in NUS. Through NQSN, researchers
and partners of the network have access to a Singapore-wide fibre network provided by
Netlink trust.

Supported by

..
.. < NATIONAL
|q Iz F s o QUANTUM

) ° () OFFICE

@ .
s o SINGAPORE = @

Email: ngsn contact@agroups.nus.edu.sqg
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ENGINEERING V, mepia NetLinkTrust
SINGAPORE ‘ ‘ RE¥ELQ%':1MYE - the fibre of a smart nation

(Fibre Network)
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NQSN Testbed
(2025-2029)

ngsn.sg
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