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What Encrypts Today
CanBe
Stolen and Broken by
Tomorrow’s Quantum
Computers
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Understanding Identity and Access Management

Framework that manages digital identities and access control

Core functions:

O Authentication: Verifying useridentity
Authorization: Granting appropriate permissions
User Management: Account lifecycle management
Governance: Monitoring and compliance

O O O

Every enterprise interaction flows through IAM - making it a critical target for
quantum attacks.



D IAM Cryptography Dependencies

IAM Component — Current Algorithms PQ Impact

TLS Connections Secure communication RSA/ECDHE Vulnerable
PKI Certificates, signatures RSA/ECDSA Vulnerable
(gi?/ll_s/l(g)l?gcg:) Assertion & token signing RSA/ECDSA Vulnerable
- Ejr\‘,‘\:/gp“o” Tokenencryption RSA/ECDSA + AES Vulnerable
IDP Secrets Credential encryption AES Safe (Fornow)
Secrets (OAuth2, PBKDF2 /SHA-2/

Password hashing Safe (Fornow)

passwords) SHA-3 /bcrypt



Post-Quantum Risk Assessmentin|AM

® HarvestNow, Decrypt Later: Encrypted trafficand IAM datacanbe

captured today and decryptedin the future.
O High-risk: Captured TLS traffic > PIl, credentials, session tokens, and authorization
info.
O Medium-risk: Stored SAML assertions, JWTs, and ID tokens.
O Low-risk: Password hashes, short-lived secrets — harder to exploit with PQ attacks.
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Securing IAM via Hybrid Algorithms



Why Hybrid Algorithms?

® Needtoprevent Harvest Now, Decrypt Later (HNDL) Attacks

® Replacing classical algorithms with PQ algorithms is not yet recommendable
O PQ algorithms could have hidden vulnerabilities (e.g. KyberSlash)
O Difficulty to migrate from existing cryptoinfrastructure (e.g PKI, TLS configs)
O Needto preserve compatibility with existing clients



Why Hybrid Algorithms?

Needto prevent Harvest Now, Decrypt Later (HNDL) Attacks

Replacing classical algorithms with PQ algorithms is not yetrecommendable
O PQ algorithms could have hidden vulnerabilities (e.g. KyberSlash)
O Difficulty to migrate from existing cryptoinfrastructure (e.g PKI, TLS configs)
O Needto preserve compatibility with existing clients

Hybrid algorithms: Classical + post-quantum primitives.

Currently usedin:
O TLS communication
O Digital signatures
O Hybrid encryption



Post-QuantumTLS

® Combine classical key §

Client

eXChange (RSA/ECDH E) Wlth X25519 (ECDH) MLKEM768

fa\

PQ key exchange (ML-KEM) ( ke W o ko

Server
X25519 (ECDH)

il-

Generate Key Pairs

y .

Public Key

’

ya

Public Key

2. Client Sends
Keys

3. Server Sends
Keys

!
y

)
vt

Private Key



Post-QuantumTLS
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Post-QuantumTLS

® Combine classical key -
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Hybrid Digital Signatures

Combine classical digital
signatures (RSA/ECDSA) with
PQ digital signatures (ML-DSA)

Two hybrid approaches:
O Nested Hybrid Signature

Data

Classical Signature

Post-Quantum
Signature



Hybrid Digital Signatures

Combine classical digital
signatures (RSA/ECDSA) with
PQ digital signatures (ML-DSA)

Two hybrid approaches:
O Nested Hybrid Signature
O Parallel Hybrid Signature
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Hybrid Digital Signatures

Combine classical digital
signatures (RSA/ECDSA) with
PQ digital signatures (ML-DSA)

Two hybrid approaches:
O Nested Hybrid Signature
O Parallel Hybrid Signature
Canbeusedfor
O OIDC/SAML assertion signing
O OIDC/SAML request signing
O Accestoken/ID token signing

Data

Classical Signature

Post-Quantum
Signature

Data

Post-Quantum

Classical Signature Signature



Post-Quantum Hybrid Public-Key Encryption (HPKE)

® Based onHPKE framework » »
. ML-KEM ML-KEM
® Composite KEM Public Key Private Key
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Post-Quantum Hybrid Public-Key Encryption (HPKE)

® Based onHPKE framework » »
) ML-KEM ML-KEM
® Composite KEM Public Key Private Key
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Post-Quantum Hybrid Public-Key Encryption (HPKE)

® Based onHPKE framework » »
) ML-KEM ML-KEM
® Composite KEM Public Key Private Key
O Classical KEM (DH/ECDH) + PQ O | 4
KEM (M L—KEM) combinedin SharedKey1 Encapsulated SharedKey1 ]
Sender Sharedkey1 Receiver
parallel - _
® Canbeusedfor — —Eneyplo——> =@ Decryption > =
O Encrypted JWEIDtokensinOIDC " Glpnerted rrainiext
/ SAML flows
SharedKey2 T Encapsulated T SharedKey2
Sharedkey1
RSA RSA
Public Key Private Key
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Towards Quantum-Safe |IAM



Why Migrationto PQCis Hard

® Lackof StandardsforlAMProtocols
O OIDC, SAML, JWS, JWE PQ specifications are stillin progress

® Web Browser Compatibility
O PQcertificate signing and PQ TLS may not be fully supported
® Client & Application Compatibility
O OIDC/SAML clients may not yet handle PQ algorithms
® Cloud Provider Support
O Many cloud providers have adopted PQ algorithms; full supportis pending

® Limited PQ Libraries

O PQimplementations are missing for some programming languages and frameworks



Ensuring Crypto Agility inIAM

Crypto Agility: The ability to easily switch cryptographic algorithmsin
production systems with minimal effort
More algorithms will be vulnerable tomorrow. Better play it safe

Best Practices
O Use abstractionlayers for cryptolibraries
Avoid hardcoding algorithms or key sizes
Plan for datamigration (e.g. encryption key rotation)
Planfor certificate updates

O O O O

Plan password migration to avoid forced reset



Reinforcing IAM with Zero Trust

® ZeroTrust Principle: Never trust, always verify
O Continuously Monitorand Validate
O Enforce Least Privileged Access
O Assume Breach

® WhyitmattersforPQC

O Limits damage even if quantum-compromised credentials are used
O Helpsenforce cryptographic compliance at every boundary

------- ZERO TRUST

6 O 2O &

SECURITY WIFI CLOUD SERVICE MUTUAL AUTHENTICATION CHECK NETWORK ACCESS
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