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Agenda & Overview

A Cryptography Bill of Materials (CBOM) is an object model
to describe cryptographic assets and their dependencies.

1.  Why Cryptography Bill of Materials (CBOM) now?

2. Corechallenges in creating actionable CBOMs

3.  One specification for all BOMs: CycloneDX

4. The xBOM playbook: CBOM + SBOM + OBOM + HBOM + SaaSBOM + MBOM
5. Tooling & Ecosystem

6. What's next
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Why CBOM?

- Cryptography is everywhere: code, configuration, certificates, services, hardware
- Comprehensive inventory of cryptographic assets is required

° OMB M-23-02 ... software or hardware implementation of one or more cryptographic
algorithms that provide one or more of the following services: (1) creation
and exchange of encryption keys, (2) encrypted connections, or (3) creation
and validation of digital signatures.

* EU Roadmap for the Transition to Post-Quantum Cryptography

Member States should promote and support that useful cryptographic
inventories are being created and maintained... Using a standardised format
for a cryptographic inventory, like CBOM (Cryptographic Bill of Materials, an
extension of the SBOM standard), is recommended.

« CNSA 2.0 sets aggressive PQC migration deadlines (ongoing, full PQC migration by 2033)

- Interoperability matters: we need a standardized CBOM format, enabling interchangeability, automation
and trust across vendors and consumers
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Challenges in creating CBOM

« Agrepfor primev256vlin OpenSSL 3.5.3 source
code finds 164 occurrences. Is OpenSSL
quantum safe? ECC is not quantum-safe.

Dependencies

OpenSSL provides
Naming & cryptography, but
taxonomy who uses it?
prime256v1 is the
same as..

P-256 (53 hits),

Hybrid & PQC
secp256r1 (72 hits)

Is it prime256v1
alone, or a hybrid

with ML-KEM?
Beyond /
software
What about
hardware, services, Config-driven
operations, etc.?
: crypto
CBOMis more Acual use of crypto
than algorithms defined by
Protocols, configuration
certificates, crypto
material
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CycloneDX — One spec for all BOMs

SECURITY

Disclosure (VDR/VEX)

Architecture & Threat Models

SECURITY, PRIVACY, AND
ASSURANCE
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TRACK COMPONENTS AND RELATIONSHIPS

( )
Come Y e

\_ J

Attestations Standards

TRACK COMPLIANCE

TRANSPARENCY

e

- Astandard for the software supply chain

«  OWASP CycloneDX is a full-stack BOM standard:

ECMA-424

- Initially designed for Software, now spans many
more Bill of Material use cases.

« Asingle specification for all xXBOM use cases

» ACBOMisalsoan xBOM

Open Source Licensing

Commercial Licensing

LICENSE AND INTELLECTUAL
PROPERTY

https://cyclonedx.org
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CycloneDX CBOM timeline

Dec 2022: April 2024:
IBM CBOM 1.0 Release of
open-source, CycloneDX 1.6

based on with CBOM
CycloneDX 1.4 support

Aug 2023:
CycloneDX CBOM
Working group
formed
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July 2024:
CycloneDX 1.6
with CBOM
becomes an Ecma
international
standard: ECMA-
424

October 2025:
Release of
CycloneDX 1.7
with enhanced
CBOM support



Anatomy of a CycloneDX (C)BOM

Metadata

Components

Services

Dependencies

Vulnerabilities

Supplier

Manufacturer

Supplier

Component Type

Provider

Endpoints

Components

Details

Advisories
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Authors

Tools

Identity

Licenses

Data Classification

Data Flow

Services

Source

Risk Ratings

Exploitability (VEX)

Provenance

Release Notes
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-
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~

Targets Affected

Version Ranges

CBOM extensions to the
CycloneDX object model:

occurrence (e.g., location, line,
offset, symbol, additionalContext)
and confidence

cryptographic-asset (algorithm,
protocol, certificate, related-crypto-
material)

Other component types: application,
framework, library, container, device,
firmware, ML model, data

Recommendations

Directed dependencies: dependsOn
and provides




Anatomy of CycloneDX
CBOM: Schema

A cryptographic asset is a CycloneDX
component.

Sub-types are:
« Algorithms
« Protocols

« Certificates

« Related cryptographic material
(e.g., keys, tokens)
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sompanant _I_.

aryploProperties

+ aszalType: string & algarithm, prata, carl, material

+ algarthmProperties: object

+ cartificatePropanias: abgct

+ ralatacCrypioMatarial Properties: object
+ oid: Sting & Object ldentifiar

protocolProperies

+ lypa: gling [ a.g., s, ssh, ipsac

+ version: string

+ cipharSuies: <Amay= cpharSuta

+ IavETransform Typas: Objact

+ cryploRelfmay: <Arrays cryploRedArray
+ relatedCrypt hicAsseis: object

slgorithmProparties

+ primitive:; siring

+ algorithmFamily: string

+ pararmel erSatldentifier: sirng

+ ellipticCurve: siring

+ axacutienEnviranment: siring

+ implemantalionPlatform: siring

+ cartilicalionLevel: siring

+ mede; string # cbe, com, gom atc

+ padding: string /¥ pkess, casp, alt
+ cryploFuncions: siring

+ classical SacurityLavel: inlegar

+ nistQuariumSacurilyleval: integer

carificalaProparias

+ sarfalNumber: string

+ sub{eciiame; string

+ issuerhame: siring

+ notWalidBalore: string
+netValdAfiar: sinng

+ carilicabaFormal: slring

+ certificateFile Extension: siring
+ fingarprint; hash

+ revocationData: sfring

+ desfructionDate: siring

+ cartificateExtensions: [basic
canatraints, key usage, ...

+ related CryplographicAssars: abject




Crypto Dependencies: Constructions

SHA-1 is broken...
- HMAC-SHA-1

- Self-signed root certificates

HEAC-EHA]

+ iy mac
+ alorihmFamily: HEWAT

I
depardstn
¥

EHA-1

4+ prisdtiag; hash
4+ algormhmFamily. BH&A

IBM Research / © 2025 IBM Corporation



Crypto Dependencies: Hybrid PQC

SHA-1 is broken... ECC is not quantum safe...
- HMAC-SHA-1 - Hybrids / combiners
- Self-signed root certificates - Using ECC + PQC
HBAC-EHAT EFS1BMLEERTER
+ QT s + itk combdnar
+ agonhmFamily: H&T I
I b i ik O
e ML-KEM-TE
HAT + primdive; kem
+ primigv: hash + abgoditfenFamily: MLSEM
+ algorihmFamiy: BH&: + Mkl Cuanbum SgosrnityLaval: 3

K553

+ itk K- ageoe "
+ algorthmFamiy: ECOH
+ clasgich SacuntylLaval; 128
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Crypto Dependencies: Applications and Libraries

SHA-1 is broken... ECC is not quantum safe... Cryptography is provided by
- HMAC-SHA-1 - Hybrids / combiners libraries, used by applications or
: . : services
- Self-signed root certificates - Using ECC + PQC
HMAG-EHA] K551 IMLEEMTER B naginx
+ Prisiiva fac + primitise: combinar ) + type: application
+ algorithmFamiy: HW&C I T
: dependstin provides d-mn:ds-l:ln
d!-p-efsl‘n ¥ openssl
AT J——— + typac ibrany :
+ primigv: hash + algarithmFamily: ML-KEM ]
+ algormhmFamiy: SH&:1 + nEtDuantum Sasuntylavel: 3 ¥
Hsi3
28679 + fvpac cryplographic-asset
+ asselTypec pratoscal
+ primitise: key-agres -«

+ algarithmFamily: ECOH
+ classicalSacurityLevel 128
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Config-driven Crypto: CBOM + OBOM

- Cipher suites often in configs not code

- Operations Bill of Materials (OBOMs) captures
runtime configs and links to CBOM

« Examples: OpenSSL config file enabling
hybrid (PQC/classical) KEM

HA5S1 SMLKEMTES

opanasl-contig

+ Bypa: data
+ data; {

ML-KEM-TER » type: confguralicn
Foepons Cn url; fafcsopenseltssliopanssl onf

consants: "DEFAULT_GROWPS =
2551 X251 IMLEEMTES"
i

IBM Research / © 2025 IBM Corporation

“components”: [

{

“name":
“type":

""ML-KEM-768",
‘cryptographic-asset",

“cryptoProperties”: {
"assetType": "algorithn",
"algorithnProperties"

“algorithmFamily

'ML-DSA",

“primitive": "kem",
"executionEnvironment": "software-plain-ram",

“cryptoFunctions”:

“nistQuantumSecuritylevel: 3

"name": ''x25519",

"typen:

'cryptographic-asset",

“cryptoProperties”: {
"assetType": "algorithm",
“algorithmProperties": {

h
{

“algorithmFamily
“primitive": “key-agree!
“executionEnvironmen
"cryptoFunctions":

“nistQuantumSecuritylevel": @

+

“name": "ECDH-P-256",

“cryptoProper

“assetType":

: “cryptographic-asset",

algorithm",

"algorithnProperties": {
"algorithnFamily": "ECDH",
“primitive": "key-agree",
"executionEnvironment": “software-plain-ram",

“cryptoFunctions":

"nistQuantumSecuritylevel": @

: "config-@@1",

“contents": {
“attachment": {

“contentType
“encoding"

configuration®,
ete/openss/ssl/openssl.cnf",

“text/plain”,

"content": "DEFAULT_GROUPS

¥
+
}
h

""dependencies":

}
1{

i

{

b
1
1

“ref": “ML-KEM-768",
“dependsOn”: [“openssl-config"]

“ref: "x25519",

"dependsOn":

["openssl-config"]

"ref": "ECDH-P-256",

“dependsOn":

["openssl-config"]

["keygen", “encapsulate”, "decapsulate"],

: “software-plain-ran”,
["keygen", "keyderive"l,

["keygen", "keyderive"],

= x25519:5ecP256r IMLKEM768"



Hardware BOM

Hardware Sscurity Moduls

Dasdion 1: Cryplo Coproooss:or
Device 2 Securs Memory

Dhaviios 3: Taemsed Detboiion Clroul
[revics 4: Hardwars AMG

ML-CEA-FT

primiive: sgnalure
axacuinnErdironmaent: hardwars
perifcatdonleval: fipsid0-343
nisiCuantumSecunitlosol &

AES-256-W ragr PAD

primiive: key-weap
meculonEryirorrment hamwars
carficaionLeval: fips 14030

- HBOM models physical components

linked to CBOM

« Hardware devices provide cryptography,

algorithms, keys

IBM Research / © 2025 IBM Corporation
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Hardware BOM and SaaSBOM

Hardware Sscurity Moduls

Dasdion 1: Cryplo Coproooss:or
Device 2 Securs Memory

Dhaviios 3: Taemsed Detboiion Clroul
[revics 4: Hardwars AMG

v

ML-CEA-FT

primiive: sgnalure
axacuinnErdironmaent: hardwars
perifcatdonleval: fipsid0-343
nisiCuantumSecunitlosol &

AES-256-W ragr PAD

Service

primiive: key-weap
sxaculonErviromment: haniwars
carficaionLeval: fips 14030

+ andpainks: sray

— + pulhanfcabsd: boslasn

+ E-lnsl-bounday: boolasn
+ InzsiZana: sirng

«  HBOM models physical components
linked to CBOM

«  Hardware devices provide cryptography,
algorithms, keys

IBM Research / © 2025 IBM Corporation

+data; [ow, dasaification)

Microservice <—l l—) Microservice

L
I

PR |
—

Microservice (—l I ‘[—> Microservice

Cryplograghic Pretoco]

Typezc Hs

worslon: 1.3

mipharSules: Aray

el mledCrypiographicAsesls: Smay

Client

Model endpoints, data
flows and
classifications

Associate protocols,
certificates and key
material to services

Helps with compliance
and threat modeling
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CycloneDX
Manufacturing BOM

Formulation
- Capture how components were formed: tasks, inputs, outputs, triggers, steps, runtime
- References components (e.g., cryptographic assets), services, workflows
- Examples for cryptography:
- Use MBOM to document test procedure

- Certification workflows

IBM Research / © 2025 IBM Corporation
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CycloneDX 1.7 new features
improved key and certificate management

Support for key management states following guidelines
from NIST SP 800-57

04 05

ACTIVE SUSPENDED

DEACTIVATED COMPROMISED DESTROYED

« Intersecting with SDLC life cycle states supported by
CycloneDX.

. Design, Pre-build, Build, Post-Build, Operations,
Discovery, Decommission

- Support for certificate lifecycle stages introduced in 1.7,
and certificate extensions

I

PRE-ACTIVATION ACTIVE  SUSPENDED DEACTIVATED REVOKED DESTROYED
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"'components": [

{

"name": "revoked-internal-ca.example.com",

"type": “cryptographic-asset",

"bom-ref": "840ADCAT7-55CD-44C6-A306-B37A9149B066" ,
“cryptoProperties”: {

"assetType": "certificate",
"certificateProperties": {
"serialNumber": "ABCDEF123456789@FEDCBA",

"subjectNam = internal-ca.example.com, OU = IT Security, O = Example !
"issuerName": = Example Root CA, 0 = Example Corp, C = US",
"notValidBefore '2023-01-01T00: 00: 00Z",

"notValidAfter 2025-12-31T23:59:59Z",

"certificateFormat": "X.509",
"certificateFileExtension": “pem",
"fingerprint": {
"alg": "SHA-256",
"content": "9f86d081884c7d659a2feaalc55ad@15a3bf4f1b2b0b822cd15d6c15bBf00al

h
"certificateState": [
{
"state": "revoked",
“reason": "Certificate was compromised due to private key exposure in se
}

1.
"creationDate": '"2022-12-15T10:00:00Z",
"activationDate '2023-01-01700:00: 002",

"revocationDate '2024-01-108T15:45:302",
"certificateExtensions": [
{

"commonExtensionName": "basicConstraints",

"commonExtensionValue": "CA:TRUE, pathlen:2"
H
{

"'commonExtensionName": "keyUsage",

"commonExtensionValue": “Certificate Sign, CRL Sign, Digital Signature"
H
{

“commonExtensionName": “"extendedKeyUsage",

"commonExtensionValue": "TLS Web Server Authentication, TLS Web Client A
hH
{

"'commonExtensionName": "subjectAlternativeName",

"commonExtensionValue": "DNS:internal-ca.example.com, DNS:ca.internal.ex
+
{

"commonExtensionName": "authorityKeyIdentifier",

"commonExtensionValue": "keyid:@1:02:03:04:05:06:07:08:09:8A:0B:0C:0D:0E
+
{

"'commonExtensionName": "subjectKeyIdentifier",

"commonExtensionValue": "Al:B2:C3:D4:E5:F6:07:08:09:0A:0B:0C:0D:0E:0F:10
hH
{

"commonExtensionName": "criDistributionPoints",

"commonExtensionValue": "URI:http://crl.example.com/root-ca.cri” 16
h
{

"commonExtensionMame": "authorityInformationAccess",



Resolving Naming ambiguities

With CycloneDX 1.7 CycloneDX 1.7 introduces algorithm definitions with:
+ Algorithm families (e.g., RSASSA-PKCS1)

Challenges:

«  Naming patterns to unify synonyms

Tr|ple_DES Also known as: DESde’ 3DES ° TI_S, IPSEC, PKCS#ll, Tel.CO/SG prOfileS, and
further algorithms
Diffie- FFDH or ECDH, which elliptic curve «  Elliptic curve definitions, with synonyms *
Hellman
RSA Signature, PKE or KEM? T
RSAES OAEP or PKCS#1.5 L )
Or RSASSA-PSS, but which digest, salt wbidamt
and key length et M e v o O
1,
ML-DSA Pure or HashML-DSA, which “variant": [
parameter Set? ¢ "pattern": "RSA-PKCS1-1.5[-{digestAlgorithm}] [-{keyLength}]",
"primitive": "signature"

» Multiple names for the same algorithm . '

» Details needed

IBM Research / © 2025 IBM Corporation * derived from std-curves (CRoCS) (https://github.com/J08nY/std-curves)
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CBOM Tooling

CycloneDX Tool Center

Open Source and Commercial tooling

related to (C)BOM

https://cyclonedx.org/tool-center

IBM Research / © 2025 IBM Corporation

<

CycloneDX Tool Center 4

C @ cyclonedx.org/tool-center

CycloneDX Tool Center

Explore the largest marketplace of tools and solutions designed to
optimize and secure the software supply chain.

Explore Tools Read Guides

Capabilities

O software (ssom)
(O saas (saasBom)
Cryptography (CBOM)
O AL a-som)

(O Hardware (HBOM)

(O Formulation (MBOM)
(O overations (0BOM)
([ attestations (cOXA)

(O release Notes

(O vulneraviiities (VOR/VEX)
Availability
Function
Analysis
Transform
Packaging
Library
Platform
Lifecycle
Supported Standards

CycloneDX Version

CBOM Viewer

1BM

A Web Service to visualize and explore the use of
cryptography in software with Cryptography 8ills of
Materials (CBOM).

Supported Languages: Java , Javascript, Python
Availability: Commercial License
Litecycle: Build , Post Build, Operations

CBOMKit-theia

1BM

Atool that detects cryptographic assets in container
images and directories, generating CBOMs.

Supported Languages: Java , Javascript, NET, Python
Availability: Open Source
Lifecycle: Post Build , Operations

CycloneDX Perl Library

Giuseppe Di Terlizzi
Perl library for generating CycloneDX BOMs.

Supported Languages: Perl
Availability: Open Source . OS1 Approved

DEe&o >0

Showing 16 tools

CBOMKit

IBM

CBOMKit is a toolset for generating, viewing, checking,
and storing Cryptography Bills of Materials (CBOM).

Supported Languages: Java , Python
Availability: Open Source
Lifecycle: Build , Post Build, Operations

cdxgen

CycloneDX

Universal polyglot CL, library and server that generates
CycloneDX SBOMs—including SaaSBOM, OBOM and
CBOM variants—for source code, container images and
cloud resources.

Supported Languages: C/C++, Go, Java, Javascript, NET,
Node.js, PHP, Python , Ruby , Rust

Availability: Open Source
Lifecycle: Build , Post Build , Operations , Discovery

CycloneDX Python Library

CycloneDX
This Python package provides data models, validators
and more, to help you create/render/read CycloneDX
documents

Supported Languages: Python
Availability: Open Source , 0S| Approved
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CBOM Tooling: CBOMKit

CBOMKkit

Explore the use of cryptography in software with Cryptography Bills of Materials (CBOM)

CBOMKit is an open-source toolset for dealing with
Cryptography Bill of Materials (CBOM).

{2 Explore our inventory of existing CBOMs

Most recent scans Date of scan

+ CBOM Generation (CBOMkit-hyperion, CBOMkit-theia):
Generate CBOMs from source code by scanning git
repositories to find the used cryptography.

+ CBOM Viewer (aka CBOMEKkit-coeus): Visualize a generated @® Generate a new CBOM [ Upload a CBOM
Or Uploaded CBOM and access ComprehenSIVG Statlstlcs. Submit a new public Git repository to scan and generate a CBOM. Upload an existing CBOM to visualize it.

« CBOM Compliance Check: Evaluate CBOMs created or
uploaded against specified compliance policies and
receive detailed compliance status reports.

il3 The Cryptography Bill of Materials
+ CBOM Database: Collect and store CBOMs into the
database and expose this data through a RESTful API

Specification (=] Blog post = Learn more

https://github.com/PQOCA/cbomkit
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CBOM Compliance Checks

Common Expression Language (CEL)

"components": [
{
"name": "desede-168-chc-pkcs5",
"type": "cryptographic-asset",
"bom-ref": "55de8502-da48-4e77-b130-b852b54940b7",
"cryptoProperties": {
"assetType": "algorithm",
"algorithmProperties": {
"padding": "pkcs5",
"primitive": "block-cipher",
"cryptoFunctions": [
"decrypt"
1
"parameterSetIdentifier": "168",
"nistQuantumSecuritylLevel™: 1
}
H
"evidence": {
"occurrences": [

{
"line": 332,
"offset": 36,
"location": "java/org/apache/tomcat/util/net/jsse/PEMFile.java",
"additionalContext": "javax.crypto.Cipher#getInstance(Ljava/lang/String;)Ljavax/crypto/Cipher;"
}

20



CBOM Compliance Checks

Common Expression Language (CEL)

“No md5 usage”

components.all (c,

"components”: [ c.assetType == “algorithm” ?
1 c.name != “md5”
"name": "desede-168-chc-pkcs5",
true)

"type": "cryptographic-asset",
"bom-ref": "55de8502-da48-4e77-b130-b852b54940b7",
"cryptoProperties": {
"assetType": "algorithm",
"algorithmProperties": {
"padding": "pkcs5",
"primitive": "block-cipher",
"cryptoFunctions": [
"decrypt"
1
"parameterSetIdentifier": "168",
"nistQuantumSecuritylLevel™: 1
}
H
"evidence": {
"occurrences": [

{
"line": 332,
"offset": 36,
"location": "java/org/apache/tomcat/util/net/jsse/PEMFile.java",
"additionalContext": "javax.crypto.Cipher#getInstance(Ljava/lang/String;)Ljavax/crypto/Cipher;"

}
]
} 21



CBOM Compliance Checks

Common Expression Language (CEL)

“No md5 usage”

components.all (c,

"components”: [ c.assetType == “algorithm” ?
1 c.name != “md5”
"name": "desede-168-chc-pkcs5",
true)

"type": "cryptographic-asset",
"bom-ref": "55de8502-da48-4e77-b130-b852b54940b7",
"cryptoProperties": {

"assetType": "algorithm",

"algorithmProperties": {

wpadding”: "pkcss" “The key size for RSA should be greater or equal to 2048”

"primitive": "block-cipher",
"cryptoFunctions": [ components.all (c,
"decrypt" c.assetType == “algorithm” ?
1, (c.name.contains (“rsa”) && c.parameterSetIdentifier >= 2048)) :
"parameterSetIdentifier": "168", true)

"nistQuantumSecuritylLevel™: 1
}
H
"evidence": {
"occurrences": [

{
"line": 332,
"offset": 36,
"location": "java/org/apache/tomcat/util/net/jsse/PEMFile.java",
"additionalContext": "javax.crypto.Cipher#getInstance(Ljava/lang/String;)Ljavax/crypto/Cipher;"

}
]
} 22



Conclusion

- Inventories and CBOM become a must for
transparency and compliance

- CBOM goes beyond software: covers
services, configuration and workflows

« CycloneDX provides an interchangeable
standard for supply chains

- Tooling is maturing: CBOMkit and CycloneDX
ecosystem make adoption practical.

IBM Research / © 2025 IBM Corporation

Future outlook

CycloneDX 2.0 plans
- Blueprints and Bill of Behaviors

« (CBOM use case: SHA-3 ina CBOM
appears secure. But what if the
purpose of the software is
password hashing

« Risk modeling

« Capture threats, modelling the
quantum threat, including
mitigations and mitigation
roadmaps

23
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