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Quantum Threat

Dec. 2024

• Quantum computers threaten the security of 
current, widely-deployed public key cryptosystems
o Signatures– ECDSA, RSA 
o Key Establishment–Diffie-Hellman, RSA 

• Quantum computers changed what we have believed 
about the hardness of mathematical problems that 
underpin cryptography
o By Shor’s algorithm, factorization and discrete 

logarithm problems can be solved by quantum 
computers in polynomial time

• Quantum computing also impacts security strength of 
symmetric key based cryptography algorithms – 
manageable by increasing key size
o Grover’s algorithm provides quadratic speedup
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Post Quantum Cryptography (PQC)

• PQC has been a very active 

research area in the past two 

decades

• Some actively researched PQC 

categories include 

o Lattice-based 

o Code-based

o Multivariate 

o Hash/Symmetric key-based 

signatures

o Elliptic curve isogeny-based
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PQC Process



NIST PQC Standards – Milestones and Timeline

Dec. 2024

2017–   Received 82 submissions, 69 First Round candidates

2019 – Announced 26 Second Round candidates
 Released NISTIR 8240
 Held the 2nd NIST PQC Standardization Conference

2022–  Announced Initial Selections for Standardization & 4th Round Candidates
 Held 4th NIST PQC Standardization Conference 

2020–   Announced 7 finalists & 8 alternate candidates 
 Released NISTIR 8309 

2021–  Hold 3rd NIST PQC Standardization Conference

2010-2015–   NIST PQC project team builds & First PQC Conference

2016–   Determined criteria and requirements,  Call for proposals

2023    Release draft standards and call for public comments

2018–  1st NIST PQC Standardization Conference

2024-  Release Initial Final Standards
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Standards



The first Set of NIST PQC Standards 
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FIPS 203 Module-Lattice-
Based Key-Encapsulation 

Mechanism Standard (Based 
on CRYSTALS-Kyber)

• A module learning with errors 
(MLWE)-based key 
encapsulation mechanism 
(KEM)

• Good performance in different 
platforms 

• An algorithm for key 
establishment in security 
protocols 

FIPS 204 Module-Lattice-
Based Digital Signature 

Standard (Based on 
CRYSTALS-Dilithium)

• A lattice-based digital signature 
algorithm based on the Fiat-
Shamir paradigm

• Good performance, simple 
implementation, moderate 
public-key and signature size, 
suitable for general applications

FIPS 205 Stateless Hash-
Based Digital Signature 

Standard (Based on 
SPHINCS+)

• Not require to keep track of any 
state between signatures

• Solid security, signatures are 
longer compared with ML-DSA

FIPS 206 FFT-Over-NTRU-
Lattice-Based Digital Signature 
Standard (Based on FALCON, 

under development)

• Hash and sign paradigm
• Smaller bandwidth and fast 

verification but more 
complicated implementation

Published August 2024!



PQC Signatures– Performance
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PQC Signatures– Performance- SLH-DSA
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PQC Key and Signature Sizes

Scheme Public Key 
(bytes)

Private Key 
(bytes)

Signature (bytes) Security Level

RSA-3072 384 384 384 Classical-128

ECDSA-P256 64 32 256 Classical-128

ML-DSA-44
    (Dilithium2)

1312 2528 2420 PQC Category 2
(SHA3-256) 

ML-DSA-65
    (Dilithium3)

1952 4000 3293 PQC Category 3
(AES-192)

ML-DSA-87
    (Dilithium5)

2592 4864 4595 PQC Category 5 
(AES-256)

FN-DSA-512
    (Falcon512)

897 7553 666 PQC Category 1 
(AES-128)

FN-DSA-1024
    (Falcon1024)

1793 13953 1280 PQC Category 5 
(AES-256)
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A bit much to chew?

• TLS & WebPKI Certificate Signatures
o Server Certificate: 1 public key and signature, 2 SCT signatures
o Intermediate CA Certificate: 1 public key and signature
o TLS Handshake: 1 signature
o ML-DSA-44 → 14,724 bytes
o Current Quantum-Vulnerable → 1,248 bytes

• ML-KEM-768 key shares  
o Client → Server: 1,184 bytes  
o Server → Client: 1,088 bytes 

• Why does this matter?
o TCP initial congestion window limits the first wave of messages
o Typical default: ~14,600 bytes

• Without protocol/implementation changes, this could 
slow web connection establishment

TLS 1.3 Handshake
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Hybrid Schemes

• Hybrid: using classical and PQC algorithms together
o A hybrid mode combines a classical algorithm with a PQC algorithm
o Reduces risks from uncertainty if either is broken
o More complexity / slower performance
o Can get FIPS 140 validation
o More guidance to come in SP 800-227

• Several approaches to hybrid KEMs and certificates
o Composite approaches
o Non-composite hybrid approaches

• Use of hybrid will depend on community and application-
specific needs
o NIST does not intend to recommend for/against hybrid schemes
o Implementers should consider complexity and migration issues

• Architectures /applications may support multiple algorithms

12Dec. 2024
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Migration



USG Migration

“Mitigating the Risks to Encryption.  … To mitigate 
this risk, the United States must prioritize the timely 

and equitable transition of cryptographic systems 
to quantum-resistant cryptography, with the goal of 

mitigating as much of the quantum risk as is 
feasible by 2035.”

Excerpt from NSM-10:
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Migration Considerations

Dec. 2024

Preparation Migrating Systems to PQC Data Secrecy Lifetime

Time

Harvest 
Now

Decrypt 
Later

15PQC Standards

Likely to be long for infrastructure 
components, e.g., PKI

Long for some high-value 
government/corporate data



NIST IR 8547, Transition to PQC Standards

• Initial Public Draft released November 12th
o Comment period ended January 10th

• Identifies quantum-vulnerable standards 
o Key establishment based on Diffie-Hellman and MQV over finite field 

and elliptic curves (SP 800-56A)
o Key establishment based on RSA (SP 800-56B)
o Digital signatures include RSA, ECDSA, EdDSA (FIPS 186-4)

• Proposed transition timelines for quantum-vulnerable algorithms

o 112-bit security strength – deprecated after 2030, disallowed after 2035

o 128-bit and higher security strength – disallowed after 2035

• NIST-approved symmetric primitives providing at least 128 bits of 
classical security continue to be approved

16Dec. 2024 PQC Standards

Submit comments to: pqc-transition@nist.gov 

mailto:pqc-transition@nist.gov


nccoe.nist.gov 

Updates on the NIST NCCoE Migration to Post-
Quantum Cryptography Project

Bill Newhouse –NCCoE Cybersecurity Engineer
william.newhouse@nist.gov

January 15, 2025



Milestones and Timeline

2016 Criteria and 
requirements and 
call for proposals

2017  Received 82 
submissions and 
announced 69 1st 
round candidates

2018 The 1st NIST 
PQC standardization 
Conference

2019  Announced 26 2nd 
round candidates. The 2nd 
NIST PQC Standardization 
Conference

2020   Announced 3rd round 
7 finalists and 8 alternate 
candidate

2021 The 3rd NIST PQC 
Standardization 
Conference 
 

2022  Announced the 3rd 
round selection and the 4th 
round candidates, the 4th 
NIST PQC conference

2023 Released draft 
standards for public 
comments 

2022 Called for 
additional 
signatures

2023 Received 50 signature 
submissions and 40 of them 
were selected as the first- 
round candidates

2024 5th NIST PQC 
standardization conference

2024 Published the 1st 
three PQC standards 
(Aug 2024) 

2022 Kickoff with 
14 CRADA 
Collaborators 
(July) 

2023 Published initial public 
drafts for discovery and 
interoperability/performance 
workstreams (Dec)

2024 Demonstrating how to use 
inventory for prioritization 
decisions, expanding 
interoperability and performance 
testing into additional 
communication protocols (over 
40 collaborators)

2021 NCCoE begins 
Migration to Post-
Quantum 
Cryptography Project 
calling for 
collaborators (Oct)

2024 14 Candidates to 
Advance to the Second Round 
of the Additional Digital 
Signatures for the PQC  
Standardization Process



The NCCoE – MIGRATION TO PQC -
AN APPLIED RESEARCH PROJECT

• Complement NIST PQC standardization effort 

• Support/Inform US Government PQC initiatives (White House NSM-10, M-
23-02)

• Tackle challenges with adoption, implementation, and deployment of 
PQC

• Engage with the community including industry collaborators and across 
government to bring awareness and education to the issues involved in 
migrating to post-quantum algorithms

• Coordinate with standard developing organizations and government 
and industry sectors community to develop guidance to accelerate the 
migration

• Leverage automated tools to discover use of quantum vulnerable 
cryptography within an organization in hardware, firmware, software, 
protocols, and services and use a risk-based approach to prioritize 
migration to PQC algorithms

• Perform interoperability and performance demonstrations across 
different technology and protocols to include TLS, QUIC, SSH, code 
signing, public key certificates, hardware security modules, etc. 



Migration to PQC Project Collaborators

• Amazon Web Services, Inc.

• ATIS

• Cisco Systems, Inc.

• Comcast

• Crypto4A Technologies, Inc.

• CryptoNext Security

• Federal: Cybersecurity and 
Infrastructure Security 
Agency (CISA)

• Data-Warehouse GbmH

• Dell Technologies

• DigiCert

• Entrust

• GDIT

• Gutsy

• HP, Inc.

• Post-Quantum

• PQShield

• QuantumXChange

• SafeLogic, Inc.

• Samsung SDS Co., Ltd.

• SandboxAQ

• Santander

• Siemens

• SSH Communications Security 
Corp

• Thales DIS CPL USA, Inc.

• Thales Trusted Cyber 
Technologies

• Utimaco

• Verizon

• wolfSSL

• HSBC

• IDEMIA Secure Transactions

• IBM

• Information Security 
Corporation

• InfoSec Global

• ISARA Corporation

• JPMorgan Chase Bank, N.A.

• Keyfactor

• Kudelski IoT

• Microsoft

• M&T Bank

• Federal: National Security 
Agency (NSA)

• NXP Semiconductors

• Palo Alto Networks



DRAFT NIST SPECIAL PUBLICATION 1800-38

Moving volumes into one NIST Special 
Publication 1800-38 to be hosted on 
pages.nist.gov
• Example: NIST SP 1800-35 https://pages.nist.gov/zero-trust-

architecture/)

Initial Public Draff NIST SP 1800-38B (Dec 2023)
Quantum Readiness: Cryptographic Discovery

• Demonstration of collaborator cryptographic discovery and 
inventory tools

Initial Public Draft NIST SP 1800-38C (Dec 2023)
Quantum Readiness: Testing Draft and Final Standards for 
Interoperability and Performance

• Explore interoperability issues in a controlled, non-production 
environment

• Reduction of time spent by individual organizations performing 
similar interoperability testing for their own PQC migration 
efforts



WORKSTREAMS

• Update earlier tests with standardized PQC 

algorithms parameters (X.509, HSMs, TLS, SSH)

• VPN (PQC -only and hybrid modes of the IKEv2 

Key Exchange

• IPsec

• DNSSEC

• Smart Card/PIV…

Data centric risk management to prioritize mitigation and migration with crypto agility

+



A RISK MANAGEMENT FRAMEWORK
CYBERSECURITY FRAMEWORK (CSF) 2.0

Implementation 
Examples

Informative 
References



DATA CENTRIC CRYPTO
RISK MANAGEMENT APPROACH

Risk ManagementData (Assets)

Information 

Repository

• Monitoring

• Dashboards

• Reports

• Measurements

/Metrics
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Next Steps



PQC Standards- Next Steps

• ML-KEM, ML-DSA, & SLH-DSA finalized on August 13

• Draft FN-DSA (Falcon) standard under development

• NIST plans to make 4th round KEM selection in 2024
o Classic McEliece
o BIKE
o HQC
o SIKE

• NIST called for additional signatures in 2022 to 
evaluate general-purpose signatures based on 
diversified math problems
o 14 algorithms were selected for a second round

Dec. 2024 26PQC Standards



Recommendations & FIPS 140 Testing

• NIST is actively working on Special Publications 
to provide recommendations for the usage of 
PQC standards in applications, e.g.,

• SP 800-227 Recommendations for key-
encapsulation mechanisms to use KEM in key 
establishment protocols

• NIST provided guidance for transition in the 
past (SP 800-131A) and will provide PQC 
transition guidance 

• NIST CAVP is already testing new PQC algorithms 
for FIPS 140 validation
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PQC– Much Work Remains

Operations

Infrastructure Modernization

PQC Adoption in Software/Systems

Hardware Acceleration/Support

Implementation in Cryptographic Libraries

Protocol/Application Standards

Algorithm Standards   
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Considerations for Achieving Crypto Agility

Crypto agility refers to the capabilities needed 

to replace and adapt cryptographic schemes 

in protocols, applications, software, hardware, 

and infrastructures. 

This white paper provides an in-depth survey of 

current approaches to achieving crypto agility. 

It discusses challenges and tradeoffs and 

identifies some approaches for providing 

operational mechanisms to achieve crypto 

agility while maintaining interoperability.  

• Transition Challenges

• Crypto Agility for Security Protocols

• Crypto Agility in Systems for Applications

• Governance
• Discussions:

• Resource Considerations

• Agility Awareness Designs

• Crypto Agility in the Cloud

• Maturity Assessment for Crypto Agility

• Strategic Planning
• Security Policy Enforcement

• Complexity and Security

• Environment Specific Agility Requirements

Initial Public Draft NIST Cybersecurity Whitepaper (CWSP 39) Considerations for Achieving Crypto Agility



Questions

Contact Information  
Andrew Regenscheid, Cryptographic Technology Group
Email: Andrew.Regenscheid@nist.gov
Bill Newhouse, National Cybersecurity Center of 
Excellence
Email: William.Newhouse@nist.gov

NIST PQC standardization
www.nist.gov/pqcrypto 
Sign up for pqc-forum mailing list
Email: pqc-comments@nist.gov

NCCoE PQC Migration Project
www.nccoe.nist.gov/applied-cryptography 
Request to join Community of Interest
Email: applied-crypto-pqc@nist.gov
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ML-KEM Sizes

Scheme Public Key 
(bytes)

Private Key 
(bytes)

Ciphertext 
(bytes)

Security Level

RSA-3072 384 384 384 Classical-128

ECDH-P256 64 32 --- Classical-128

ML-KEM-512
    (Kyber512)

800 1632 768 PQC Category 1
(AES-128) 

ML-KEM-768
    (Kyber768)

1184 2400 1088 PQC Category 3
(AES-192)

ML-KEM-1024
    (Kyber1024)

1568 3168 1568 PQC Category 5 
(AES-256)
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Migration– How Organizations Can Prepare

• Establish a Quantum-Readiness Roadmap
o Project management team to plan and scope the migration to PQC

• Prepare an Inventory of Cryptography and Assets
o Identity protocols/applications/devices that use vulnerable cryptography
o Identify high-value data requiring long-term secrecy

• Discuss PQC Roadmaps with Vendors

• Develop a Migration Strategy
o Prioritize high-impact systems, ICSs, and those requiring long-term secrecy
o Integrate with technology modernization/refresh efforts
o Prepare to rearchitect, rebuild, or replace legacy applications/systems

• Validate and Test Systems

• Educate and Train Staff

Dec. 2024 32PQC Standards



4th Round KEMs
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• All the 4th round candidates are code-based 
key encapsulation mechanisms (KEM)

• NIST plans to make selections soon

• Classic McEliece

• Code-based KEM that uses a binary Goppa 
code

• Solid security with confidence in the security of 
the 1978 scheme

• Small ciphertext but very large public key and 
relatively slow key generation

• HQC (Hamming Quasi-Cyclic)
• KEM based on QC-MDPC code
• Offers strong security assurances and mature 

decryption failure rate analysis
• Larger public keys and ciphertext sizes than BIKE 

• BIKE (Bit Flipping Key Encapsulation)

• KEM based on binary linear quasi-cyclic moderate density 
parity check (QC-MDPC) codes 

• Public-key and ciphertext comparable to lattice-based 
schemes 

• The most competitive performance among the non-lattice-
based KEMs

• Announced a new decoder in the 5th NIST Conference

• Reduce impact of new weak key classes in Crypto 
2023 paper



On-Ramp Signatures
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• Why NIST called for additional post-quantum signatures? 
• NIST is primarily interested in additional general-purpose signature schemes that are not based on 

structured lattices. 
• NIST may also be interested in signature schemes that have short signatures and fast verification. 
• Any lattice signature would need to significantly outperform CRYSTALS-Dilithium and FALCON and/or 

ensure substantial additional security properties.
• Received 50 submissions June 1, 2023 – 40 of them are accepted as the first-round candidates
• NIST announced 14 candidates to advance to the second round of the additional digital signatures for 

the PQC standardization process on October 24, 2024
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