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Welcome



Who is the PKI Consortium?



PKI Consortium
Registered as a 501(c)(6) non-profit 

entity (“business league”) under 
Utah law (10462204-0140)

• A diverse group of 160+ organizations such 
as governments, auditors, consultants, trust 
service providers, software and hardware 
vendors

• We are a non-profit entity, we have no 
membership fees

• Our vision is “Trusted digital assets and 
communication for everyone and 
everything”

• We are committed to improve, create and 
collaborate on generic, industry or use-case 
specific policies, procedures, best practices, 
standards and tools that advance trust in 
assets and communication





What are we working on?



Remote Key 
Attestation

pkic.org/remote-key-attestation 

https://pkic.org/remote-key-attestation


PKI Maturity 
Model

pkic.org/pkimm

https://pkic.org/pkimm/


PQC Capabilities 
Matrix (PQCCM)

pkic.org/pqccm

https://pkic.org/pqccm


Training & 
Certification

• Legislation 

• Cryptography basics

• PKI building blocks

• PKI management and Security

• PKI Roles and Responsibilities

• Governance, Risk management & Compliance



Post-Quantum Cryptography



Quantum 
Computers are 

already a Reality
But they are just not yet powerful 
enough and there are still a lot of 

developments ongoing.

• Quantum computers will be able to break current public key 
encryption, long term data needs to be protected now!

• It is important to view the migration as an evolution of 
security, rather than waiting for quantum computers to 
become a reality before doing anything

• Organizations should begin their cryptographic inventory
and determine what data needs protection.

• Technology is already available, and organizations should 
start experimenting with it. It is important to start putting 
this technology in labs to learn.

• Side-channel resistance in PQC implementations remains a 
significant challenge.

• This crypto migration will be the hardest we’ve ever done!



What is on the agenda?



Plenary Breakout

8:30 Registration Registration

9:00 Opening

9:30 Quantum Computing: Between Hope and Hype

10:00 NIST Post-Quantum Cryptography Update

11:00 Break Break

11:30 Transitioning National Security Systems to a Post Quantum Future Migrating and benchmarking a banking application

12:00 ELI5: Implementing Digital Certificates for a Post-Quantum World Architecting PKI Hierarchies for Graceful PQ Migration

12:30 Strategies for Transitioning to Future-Proof Cryptography Update on end-to-end PKI and HSM integrations with ML-DSA

13:00 Lunch Lunch

14:00 2025 is Here - How to get your PQC Readiness Plan Underway Online Quantum-safe Readiness Tool

14:30 X9 Financial PKI: PQC Readiness and Crypto-Agility for Financial Services Hybrid PQC E-Mail Communication: Easing Migration Pain

15:00 Why the Internet isn’t ready for Post-Quantum Certificates Quantum-Safe Secure Boot: How hard can it be?

15:30 Break Break

16:00 Extending or Evolving: Choosing the Path to Quantum Readiness Making PQ Signatures work in the WebPKI

16:30 To Hybrid or Not to Hybrid: Navigating the PQC Transition

16:55 Closing remarks for day 1

17:00 Networking Networking

19:00 End of Day One End of Day One

Wednesday



Plenary Breakout

8:30 Registration Registration

9:00 Update on the NIST standardization of additional signature schemes PQC Standardization at the Internet Engineering Task Force (IETF)

9:30 Is CBOM Enough? PQC Interoperability Project

10:00 PQC in FIPS 140-3, status and roadmap ETSI ESI and Quantum-Safe Cryptography

10:30 Break Break

11:00 Hardware Cryptographic Modules
Lessons Learned from Testing Millions of Servers for Post-Quantum 
Compatibility

11:30
Crypto Asset Discovery Tooling – an Overview of Capabilities, Characteristics 
and Gaps

How much will ML-DSA Signatures affect Web Metrics after all?

12:00
NIST National Cybersecurity Center of Excellence’s Migration to Post-
Quantum Cryptography Project

The impact of ML-KEM and ML-DSA on mTLS connection Time-to-Last-Byte

12:30 Practical Insights from Following NIST SP 1800-38B X9.146 Quantum TLS

13:00 Lunch Lunch

14:00
Communication among Financial Institutions: What are the available 
answers to the quantum threat?

Hybrid PQC Digital Signatures and SSI

14:30
Curriculum Development for Post-Quantum Workforce Development 
Programs

Quantum Key Distribution – What is done and what is to come

15:00 Perspectives on the transition to PQC in the financial sector Is your HSM quantum-ready? Here’s what you need to know!

15:30 Accelerated Quantum Supercomputing and Post-Quantum Cryptography
Securing Data in the Quantum Era: From the Root of Trust to Protecting 
Ecosystems

16:00 Closing remarks

16:10 Networking Networking

18:00 End of Day Two End of Day Two

Thursday



Subscribe to our YouTube channel for the recordings

https://youtube.com/@PKIConsortium 

https://www.youtube.com/@PKIConsortium


Housekeeping





Switch between Plenary and Breakout 



Questions
pkic.org/ask



Thanks to the key contributors 
of this conference





• Albert de Ruiter

• Chris Bailey

• Chris Ghantous

• Chris Hickman

• Giuseppe Cimmino

• John Buselli

• Leigh Bailey

• Mariana Santiago Lerco

• Paul van Brouwershaven

• Phillip Zacharia

• Ralph Poore

• Rebecca Kelley

• Samantha Maybe

• Sven Rajala



This event would not have been 
possible without our sponsors





A few sponsor Pitches



Part of ASSA ABLOY
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HID PKI-as-a-Service Overview

HID 

PKIaaS

✓ Provides a branded trust anchor at the issuing 

CA level.  

✓ W  k    ll f      a  za       ha     ’       

their own fully off-line root CA.

✓ Provides full turnkey service including private 

root key gen ceremony and management of all 

off-l    k y ma    al a     l            CA’ .  

✓ Perfect for large organizations with unique trust 

models and PKI hierarches.

✓ Subscription-based SSL means no per-

certificate or certificate-type pricing – one fixed 

fee. 

✓ You can get all the certs you need, on-demand 

for one fixed subscription fee.

✓ Third-party certificate authority integration

Dedicated Issuing CA Service Private Root PKI Service Trusted TLS/SSL Service

Full Certificate Lifecycle Management

Centralize 

Management
Certificate 

Discovery

Reporting & 

Alerting

Approval 

Workflow

Delegated 

Administration

Automation Protocols Automation Integrations

Webservers & Network Devices Mobile Device Management Key Vaults

DevOps Tools Crypto Agility Public CA

ACME SCEP EST

REST API



Copyright PQShield Ltd - All Rights Reserved

Quick Intro.
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Id
entity

-Centric Solutions

Infrastructure

Identity

Issuance

C
e
n

tr
a
l I

ss
uance

•
Digital Card Issuance

•
Instant Is

s
u
a
n

c
e

K

eys, Certificates, and Secrets Managem
ent

Digital Certificates • PKI • HSM

Identity-Centric 
Solutions 
Powered by AI

Digital Signing

Identity Verification

IAM

$1B+
in revenue

3,400+
colleagues

50+
years of innovation

2k+
partners

150+ 
countries served

65%
Fortune 500 served

Founding member of the PKI Consortium

Entrust is actively involved in defining industry standards and best practices.On-prem PKI

mPKI
PKIaaS PQ Ready

nShield HSM
PQ SDK

CCoE

PQC Readiness assessment
PQ Lab



TRUST IS WHAT WE DO



Do digital trust right

Modernize your PKI Gain visibility and control Secure software and code Implement cryptography



Join the PKI 
Consortium

pkic.org/join 

pkic.org/join

https://pkic.org/join



