
Post-Quantum

Cryptography Conference

Online Quantum-safe Readiness Tool
The list of standardization based on Post-Quantum Cryptography (PQC) and the NIST IR 8547 initial public draft
signal that organizations should begin preparing for their transitions to PQC standards. While transitions to PQC
standards cannot be addressed in isolation due to interdependencies that organizations depend on, there are many
uncertainties that prevent organizations from taking actionable steps. In order to navigate the complexities of
transitions, an online quantum readiness assessment tool is developed to guide organizations. With a multi-
dimensional approach, the tool recognizes various dimensions that organizations should consider when
transitioning their existing infrastructures. What sets this tool apart from other available tool is its foundation in the
scientific methods, utilizing empirical data and addressing context specific transition challenges relevant to PKIs.
Since it remains crucial for organizations to gain an overview of transition progress, the tool allows organizations to
focus on areas that have low readiness levels and adjust their strategies with a set of possible recommendations.
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Development Process of the Tool: Literature

Technological Context Organizational Context Ecosystem Context

• Legacy System Constraints

• Not-yet achieved standards from NIST

• No universal QS algorithm

• Implementation flaws and side-channel attacks

• Lack of reliability in QS cryptography

• Vulnerable Root CA

• Complex PKI system & Interoperability

• Cost of transition

• Lack of urgency

• Knowledge gaps in quantum computing

• No one-size-fits-all transition process

• Lack of crypto-agility

• Unclear QS governance: not knowing how to 
facilitate

• Lack of in-house management support

• Unclear QS transition benefits & business case

• No technical skills & qualified personnel

• Low level of Investment

• Lack of awareness

• No clear ownership & operating institution

• Different interpretation of QS PKI system

• Lack of policy guidance

• Various stakeholders: Need for collaboration

• Legal issues (eg. laws & legislation)

• Bureaucratic process (eg., standards & 
regulations to follow)

Table 1. Challenges found from the literature

Source: Kong, I., Janssen, M. & Bharosa, N. (2022). Challenges in the Transition towards a Quantum-safe Government.
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Development Process of the Tool: Interviews

Technological Context Organizational Context Ecosystem Context

• Legacy System Constraints

• No Availability of QS Solutions

• No QS Standards & Selection

• No Reliable & Secure QS Solutions

• No Availability of QS Hardware & Software

• Knowledge Needs within Organizations

• Lack of Urgency within Organizations

• No Business Case for Organizations

• Lack of Technical Skills & Qualified Personnel 

• Unclear QS Governance within Organizations

• Lack of Urgency in the Ecosystem

• Unclear QS Governance in the Ecosystem

• Lack of Collaboration in the Ecosystem

• Lack of Policy & Regulations for QS solutions

• Complex Technological Interdependencies

Table 2. Challenges refined after the Interviews

Source: Kong, I., Janssen, M. & Bharosa, N. (2024). Realizing quantum-safe information sharing: Implementation and adoption challenges and policy recommendations for quantum-safe transitions
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Development Process of the Tool: Workshops (ISM-MICMAC analysis)

Figure 1. Structural Self-Interactive Matrix (SSIM)

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.
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Development Process of the Tool: Workshops (ISM-MICMAC analysis)

Figure 1. Structural Self-Interactive Matrix (SSIM)

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.
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Development Process of the Tool: Workshops (ISM-MICMAC analysis)

Figure 1. Structural Self-Interactive Matrix (SSIM)

V: Challenge i will influence Challenge j

A: Challenge j will influence Challenge i 

X: Challenge i and Challenge j will influence each other

O: Challenge i and Challenge j are not related

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.
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Development Process of the Tool: Workshops (ISM-MICMAC analysis)

Figure 2. Structural Self-Interactive Matrix (SSIM) with four symbols

If the (i,j) in the SSIM is V, then (i,j) in the reachability matrix becomes 1 and the (j,i) becomes 0

If the (i,j) in the SSIM is A, then (i,j) in the reachability matrix becomes 0 and the (j,i) becomes 1

If the (i,j) in the SSIM is X, then (i,j) in the reachability matrix becomes 1 and the (j,i) becomes 1

If the (i,j) in the SSIM is O, then (i,j) in the reachability matrix becomes 0 and the (j,i) becomes 0

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.
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Development Process of the Tool: Workshops (ISM-MICMAC analysis)

Figure 3. Initial Reachability Matrix (IRM)

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.

Test the IRM to get the FRM (Final Reachability Matrix)

 Apply the Concept of Transitivity:
If factor A influences factor B, and factor B influences factor C, 

then factor A also influences factor C.
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Development Process of the Tool: Workshops (ISM-MICMAC analysis)

Figure 4. Final Reachability Matrix (FRM)

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.
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Development Process of the Tool: Workshops

Figure 5. Driving Power & Dependency Power

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.
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Figure 6. Example of Hierarchical Structural Model

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.
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Development Process of the Tool: Key Takeaways

Source: Kong, I., Janssen, M. & Bharosa, N. (2023). Analyzing Dependencies among Challenges for Quantum-safe Transition.

• No independent challenges with strong driving power and weak dependence power
-no single challenge that can act as a key factor for QS transition

• QS transition involves many uncertainties & still at its early stage
-changes in the status of the challenges may influence each other
-delays in one challenge can result in delays in others

• Ecosystem & Technological challenges influence Organizational challenges
-some actors may be involved in making external decisions in the ecosystem
-others may wait for those decisions and follow the lead
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Why an Organizational QS Readiness Model?

Source: Kong, I. Janssen, M. & Bharosa, N. 2024. Navigating through the Unknowns-Organizational Readiness Assessment Model for Quantum-safe Transition.

• Organizations may need to navigate QS transition with the changing external environment
-standardization process, availability of QS technology, selection of QS solution algorithms etc.

• Organizations cannot make decisions on their own (we are part of the ecosystem!)
-organizations need to be ready to move with the ecosystem

• However, organizations currently lack tools to prepare for QS transition with actionable steps
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Online QS readiness Questionnaire Tool

Objective of the tool
• To identify dimensions that organization may need to work on

• To assess the level of organizational readiness for QS transition 

• To provide the list of possible recommendations to better navigate the specific actions needed

Target audience of the tool

• Information Security Officers, Security managers, Security Awareness Coordinator, CISOs 

Compliance Analyst, Business Continuity Planner etc.
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Figure 7. Organizational Readiness Assessment Model for QS Transition
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Figure 7. Organizational Readiness Assessment Model for QS Transition
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Figure 7. Organizational Readiness Assessment Model for QS Transition
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Online QS readiness Questionnaire Tool: Dimensions

Figure 8. Questions per Dimension in Qualtrics
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Online QS readiness Questionnaire Tool: Questions per Dimension

Figure 9. Sample Questions from the Questionnaire Tool
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Online QS readiness Questionnaire Tool: Next Steps

• Series of iterations & feedback sessions to improve the tool 

• Automated features that offer recommendations based on the results

• Details of the tool may subject to change as QS transition evolves

• MVP online readiness questionnaire tool (2025 Q2) 
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