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G7 Workshop hosted by Banca d’Italia

12 financial institutions (Banca d’Italia, Swift, Bundesbank, JP Morgan, Banque de France, 
Santander, BIS, Bank of Canada, Intesa Sanpaolo, US Treasury, Reserve Bank of Australia and World 
Bank Group), among many other specialists.

Key statements from Alessandra Perrazelli (Deputy Governor of Banca d’Italia):
• Main obstacles slowing the transition:

 High short-term risk mitigation costs
 Lack of consensus on migration approaches and technical standards
 Fragmented regulatory and capability frameworks across jurisdictions

• Key requirements for a common roadmap:
 Build on existing regulations to avoid over-regulation
 Standardize risk mitigation strategies across jurisdictions
 Include input from financial industry players and tech providers
 Ensure interoperability and service quality throughout the transition
 Maintain strong international coordination

Despite growing awareness, a clear, unified action plan to ensure a smooth 
and secure quantum transition is still lacking.

https://www.bancaditalia.it/media/notizia/alessandra-perrazzelli-at-the-g7-workshop-on-building-a-quantum-safe-financial-system/ 

https://www.bancaditalia.it/media/notizia/alessandra-perrazzelli-at-the-g7-workshop-on-building-a-quantum-safe-financial-system/




EPAA Workgroup on Quantum-Safe Cryptography



• Design principle
• Adapt to ANY future 

threats to 
cryptography

• Minimal disruption 
to business

Good old exit plans, no 
more set and forget in 
cryptography

https://www.fsisac.com/pqc-crypto-agility 

https://www.fsisac.com/pqc-crypto-agility


Europol Quantum Safe Financial Forum

Sponsored by

Bank; 21

Financial Services; 
6

Association; 5

Central Bank; 5

Insurance; 2
University; 1

Law 
enforcement; 1

Quantum Safe Financial Forum members
(Total as of Dec. 18th 2024, 41 members)



Other position statements in 2024



Image generated with Bing

We have little 
expertise on 
cryptography

I understand the 
threat, but I can’t 

engage the 
organization

We still fight with 
obsolete software, 

let alone 
cryptography



Augmented Mosca’s theorem

Threat timeline
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• Understand
• Plan
• Inventory
• Rotate keys
• Stay informed

https://cloud.google.com/blog/topics/threat-intelligence/cybersecurity-forecast-2025 

https://cloud.google.com/blog/topics/threat-intelligence/cybersecurity-forecast-2025


https://www.bis.org/publ/bppdf/bispap149.htm 

https://www.bis.org/publ/bppdf/bispap149.htm


https://www.whitehouse.gov/wp-content/uploads/2024/07/REF_PQC-Report_FINAL_Send.pdf

Estimated to be 1% of the yearly IT budget over 10 years

https://www.federalreserve.gov/publications/files/cybersecurity-report-202308.pdf


Active regulations

USA government EU DORA PCI DSS

https://www.esma.europa.eu/sites/default/files/2024-01/JC_2023_86_-_Final_report_on_draft_RTS_on_ICT_Risk_Management_Framework_and_on_simplified_ICT_Risk_Management_Framework.pdf
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF

January 17th, 2025 April 1st, 2025

https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
https://www.esma.europa.eu/sites/default/files/2024-01/JC_2023_86_-_Final_report_on_draft_RTS_on_ICT_Risk_Management_Framework_and_on_simplified_ICT_Risk_Management_Framework.pdf
https://www.esma.europa.eu/sites/default/files/2024-01/JC_2023_86_-_Final_report_on_draft_RTS_on_ICT_Risk_Management_Framework_and_on_simplified_ICT_Risk_Management_Framework.pdf
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF


DORA requirements – Art. 6

Enforcement date: January 17th, 2025

The draft Regulatory Technical Standard for ICT risk management contains a whole section for encryption and cryptography.

Requirement Actions

Financial entities shall develop, document and implement a 
policy on encryption and cryptographic controls. The policy 
shall be designed on the basis of the results of approved data 
classification and risk assessment. It shall include rules defining 
when to encrypt data and for key lifecycle management. (Art. 
6.1 and 2)

• Organizations must verify and update their cryptography 
and data security policies

Financial entities shall include in the policy on encryption and 
cryptographic controls criteria to select cryptographic 
techniques and use practices taking into account leading 
practices and standards. 
Where reliable techniques cannot be met, it shall adopt 
mitigation and monitoring measures to ensure resiliency 
against cyber threats. (Art. 6.3)

• The cryptography policies must specify valid algorithms 
based on standards.

• Non-compliant use cases must be mitigated.
• This requires use case and technical inventories

Financial entities shall include provisions to update or change
the cryptographic technology to ensure they remain resilient 
against cyber threats. Where the financial entity cannot update 
or change the cryptographic technology, it shall adopt 
mitigation and monitoring measures to ensure they remain 
resilient against cyber threats. (Art. 6.4)

• Crypto-agility

Financial entities shall include a requirement in the policy 
controls to record the adoption of mitigation and monitoring 
measures adopted in accordance with paragraphs 3 and 4 and 
to provide a reasoned explanation for doing so. (Art. 6.5)

• Monitoring of cryptography use cases and algorithms

https://www.esma.europa.eu/sites/default/files/2024-01/JC_2023_86_-_Final_report_on_draft_RTS_on_ICT_Risk_Management_Framework_and_on_simplified_ICT_Risk_Management_Framework.pdf


DORA requirements – Art. 7

Enforcement date: January 17th, 2025

The draft Regulatory Technical Standard for ICT risk management contains a whole section for encryption and cryptography.

Requirement Actions

Financial entities shall define the requirements for managing 
cryptographic keys through their whole lifecycle, including 
generating, renewing, storing, backing up, archiving, retrieving, 
transmitting, retiring, revoking and destroying keys. 
(Art. 7.1)

• Policies must include key lifecycle management

Financial entities shall implement controls to protect 
cryptographic keys through their whole lifecycle against loss, 
unauthorized access, disclosure and modification, and 
implement methods to replace the cryptographic
keys in the case of lost, compromised or damaged keys.
(Art. 7.2 and 3 )

• Key lifecycle must be monitored and ready to tackle 
security events

Financial entities shall create and maintain a register for all 
certificates and certificate storing devices for at least ICT assets 
supporting critical or important functions. 
(Art. 7.4)

• Certificates and certificate storing devices inventory

Certificates must be renewed before expiration. 
(Art. 7.5)

• Certificate Lifecycle Management and Monitoring

https://www.esma.europa.eu/sites/default/files/2024-01/JC_2023_86_-_Final_report_on_draft_RTS_on_ICT_Risk_Management_Framework_and_on_simplified_ICT_Risk_Management_Framework.pdf


PCI-DSS requirements
Requirement Actions

Strong cryptography requested throughout 
the standard

• Organizations must verify and update 
their cryptography and data security 
policies

Methods to mitigate attacks on cryptography 
usage, including attempts to exploit weak, 
insecure, or inappropriate cryptographic 
implementations, algorithms, cipher suites, or 
modes of operation. 
(Req. 6.2.4)

• Organizations must include cryptography 
controls in their QA and security audit 
processes

• Up-to-date inventory of all cryptographic 
cipher suites and protocols in use

• Active monitoring of industry trends 
regarding continued viability of all 
cryptographic

• A documented strategy to respond to 
anticipated changes in cryptographic 
vulnerabilities

(Req. 12.3.3)

• Cryptographic inventories
• Crypto-agility

Enforcement date: April 1st 2025



End of Life for Vulnerable Cryptography



Roadmap to Quantum-Readiness

2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034

Wave 1: Foundational and no external dependencies

Wave 2: Transition to PQC

Wave 3: Clean-up

Our long-term timeline considers three main waves:
• Wave 1 Foundational activities and those without external dependencies (No-Regret Actions)
• Wave 2 Transition to PQC
• Wave 3 Clean-up

ExecutePlanDiscoveryProgram definition
Education and 

Awareness



Wave 1: Foundational and No-Dependencies Activities
Main goals

Update cryptographic capabilities
• Identify and upskill global cryptographic talent
• Establish a mature cryptography management framework. Update cryptography-related policies
• Understand future implications of PQC

Understand our cryptographic landscape
• Identify and inventory cryptographic use cases and assets
• Assess existing practices, stakeholders and associated roadmaps
• Upgrade current practices to a homogeneous and mature standard

Prepare the TO-BE
• Identify best solutions and expertise for the different use cases
• Identify gaps vs expected future features and dependencies. Focus on legacies needing refactor
• Launch consolidation and modernization projects

The talent and 
practices 
challenge

The inventory 
and scattered 

knowledge 
challenge

Optimizing 
future  

transition 
projects

2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034

Wave 1: Foundational and no external dependencies

“No-Regret Actions”



Wave 2: Transition to PQC
Main goals

Priority-based, gradual transition
• Perform risk, dependency and impact assessments for the different use cases
• Design gradual transition plans with coexistence of classical and PQ cryptography (Hybrid)
• Establish a priority-based execution roadmap

Implement crypto-agility
• Implement cryptography usage monitorization and control
• Introduce automation features in cryptography usage
• Establish exit plans while transitioning to PQC

Demonstrate a strong cybersecurity cryptographic leadership
• Have a clear and open transition roadmap
• Execute the transition in a simple and global manner
• Make cryptography part of our cybersecurity excellence

Timeline 
based on risk 

drivers

Protect the 
future

Lead the 
challenge

2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034

Wave 2: Transition to PQC

“Adapting to the new standards”



Wave 3: Clean-up
Main goals

Understand legacy use cases of classical cryptography
• Identify remaining classical cryptography
• Assess dependencies not discovered in previous waves

Decommission classical cryptography
• Eliminate classical cryptography configurations
• Mitigate or refactor remaining dependencies

Make crypto-agility practical
• Update our cryptography management framework
• Exercise practical crypto-agility to ensure we are ready for future challenges

Ensure 
completeness

Enter PQC 
only

2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034

Wave 3: Clean-up

Mature BAU 
management

“Decommissioning obsolete cryptography”



TLS Evolution

https://www.ssllabs.com/ssl-pulse/ 

In Internet
TLS compliance model

• For TLS VERSION COMPLIANCE, number of TLS services exposing:

o Compliant configurations, all of them Safe.

o Non-compliant configurations, which can be:

▪ Safe but obsolete: If they support TLSv1.2 only.

▪ Forbidden: If they support any version lower than TLSv1.2.

• For CIPHERSUITE COMPLIANCE, number of TLS services exposing:

o Compliant configurations, all of them Safe.

o Non-compliant configurations, which can be:

▪ Safe: All configured ciphersuites are Compliant and Safe but the configuration does 

not follow the format specified in our recommendation. 

▪ Weak: If they support non-compliant, but not forbidden ciphersuites.

▪ Forbidden: If they support any forbidden ciphersuite.Should be 0% Should be 100%

Visibility of 9000 Apache instances globally already by adapting existing tools! 

https://www.ssllabs.com/ssl-pulse/


Quantum-safe Document Signatures

Current

Classical 
signature

Quantum-Safe Signatures

Classical 
signature

Blockchain 
notarization

PostQuantum 
Long-Term 
Validation

Provides a quantum-safe, independent and 
immutable proof of existence of the signatures 

when the algorithms were secure



Opensource Cryptography Bill of Materials

https://github.com/Santandersecurityresearch/ 

https://github.com/Santandersecurityresearch/


Certificate Inventory in CMDB

Certificate
details

Certificate
locations

https://github.com/Santandersecurityresearch/cryptoinventory.datamodel 

https://github.com/Santandersecurityresearch/cryptoinventory.datamodel


Take aways

Awareness is growing and the
finance sector is taking action

A unified action plan would be 
highly beneficial

The transition is a current
regulatory imperative, 
independent from the
evolution of quantum 

computing



Wishlist

Standard support of cryptography
in CMDBs

Multivendor, multitenant, 
enterprise scale Key 

Management Systems

$ httpd --output-cbom

Software applications to
provide their CBOMs

HKEY_LOCAL_MACHINE\...\IISADMIN\...\cbom



¡Gracias!


