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Workiorce Education Programs
in Post-Quantum Cryptography



General Workforce
Education Training



+* Int./Nat. Standards ¢ Your PQC Transition Stage
+» Current vendors s Your Systems

¢ Costs ( Training vs. Hiring) ¢ Team Loyalty
¢ Personnel Responsibilities ¢ Trust ( Internal & External)




Sample Curricula

Timeframe Modules for Security Professionals
1.5 months Introduction to Quantum Computing &
(12 - 2hr sessions) Relevant Algorithims
3 months Implementing Post- Quantum
(24 - 2 hr sessions) Cryptographic Standards
2 months Long term Strategy and Hands- On Labs
(16 - 2hr sessions) Application

First Module Second Module Third Module

Theory- Theory- Theory-

Based. Based. Based.
Learning Learning Learning

Practice- Practice- Practice-
0
83% Based 75% Based Based

Learning Learning Learning



quantum resources & careers
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Sample Curriculum Foundation

Timeframe Modules for Security Professionals
1.5 months Introduction to Quantum Computing &
(12 - 2hr sessions) Relevant Algorithims
3 months Implementing Post- Quantum

(24 - 2 hr sessions) Cryptographic Standards

Theoretical Resources Practical Resources

IBM’s Practical Introduction to Quantum Open Quantum Safe’s demos ( curl,
Safe Cryptography HTTPD, etc.)

QURECA’s Quantum Communication & IBM’s Quantum-Safe Tutorials
PQC (OpenSSL, OpenSSH, EADSA)

They must be tailored to selected personnel and for applicability to
your enterprise needs!



Personnel Selection Strategies




Opportunities for Synergy

Timeframe Modules for Security Professionals Modules for Investment Professionals
1.5 months Introduction to Quantum Computing & Introduction to Quantum Computing &
(12 - 2hr sessions) Relevant Algorithims Relevant Algorithims
3 months Implementing Post- Quantum Quantum-inspired Algorithims for High —
(24 - 2 hr sessions) Cryptographic Standards Frequency Trading & Analysis

2 months Long term Strategy and Hands- On Labs  Quantum Algorithim development in Qiskit
(16 - 2hr sessions) Application




Educational Catalog
& Interactive Exercise




Assembling the Program

Guiding Questions

Who is trained initially ? What educational resources will Project-Based learning
Who designs the training ? be used? Focus
Who keeps track of the What data will be compiled for HR hosted vs. department
curriculum and its updates? future updates ? created vs. External portals
What stage of the PQC transition
IS the Enterprise in?

Internal vs. External personnel
Curriculum expertise vs. Integrated Expertise




Questions?
Thank you for your time!



