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The need of Encryption

It doesn’t seem right.
Anybody can see and
change the message

L S

Please move x S from account 231 to account 745

Black box
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Now | feel much
more relieved
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The Problem of Key Distribution
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Current key distribution solutions will be vulnerable by
quantum computers.
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Key Distribution in a Quantum World

Quantum Key Symmetric Key
Distribution Establishments
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C. Bennet & G. Brassard Claude Shannon

Solve the problem using Solve the problem using
Physics Logistic and Entropy

Post-Quantum
Cryptography

Oded Regev

Solve the problem using
Mathematics
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Kaey instruction generation:
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Quantum Random Numbers
Generated

SECRET SHARING
mz'.r 1 }

Trust removal. Alice and Bob generate a key share
from each Security Hub, and then combine these
shares using a secret sharing protocol. This way, they
remove the need to trust any single Security Hub.
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Market Readiness

Case study results:

e (QKD, DSKE, and PQC
integrated in existing
infrastructure.

e Multiple vendors: the
market is contestable.

® The technology is
ready today.

Case Study: a global quantum safe network
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Market solutions: cryptoagility & interoperability

Tested solutions
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Market solutions: cryptoagility & interoperability
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Market solutions: cryptoagility & interoperability

Tested solutions
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Can we interoperate between different encryptors?

Tested solutions
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Can we interoperate between different encryptors?

Working on the use case
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Thank you very much for your attention:

Questions?




