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CybersecurityTheoretical aspects 

Action Blocks 1-5

1 understanding the enterprise

2 collect data

3 manage the environment

4 perform risk management

5 perform the migration
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CybersecurityTakeaways and learnings from the WG 

• Working on a standard is plenty of formal work
• Many participants with different approaches / goals / motivations
• Harmonization needs formal processes which are handled in Working Groups and 

Subgroups

• It is essential to generalize
• Put away the product glasses and judging and be open to other ideas
• Especially for techies a challenge ;-)
• NIST must provide tech neutral guidelines

• If you like to participate plan enough ressources to contribute
• Even listening and learning from existing solutions and discussions bring new insights 

and ideas.  
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Cybersecurity
Give aways about stepping into PQM 

• Visibility  - know your infrastructure 

• Strategy  - know your business traps, compliance and frameworks  

• Legality  - operate in a legal status and be able to proof it

• Interoperability  - be able to interface with as many as possible stakeholders 

• Flexibility  - be able to adapt to any business and technological change 

• Exchangeability  - be able to transfer the current solution and data to another platform

• Automation  - reduce manual and human interaction to a maximum within compliance
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Cybersecurity

& Human silos

Enterprise Responsibility

Platform silos

Departmental silos

Supplier silos

My understanding of the Challenge in trust silos and cryptography to be 
handled: why visibility? 

Supply chain
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Cybersecurity

Visibility challenge: Cryptographic discovery 
(one IT driven-Device)

Device
External view

(Ports, Protocols)
Device

Internal view

Local
Intranet
Web
Cloud

Portscan

Harddiskscan

SSH-Scan

LOCAL

REMOTE

standard capability

This is what you‘re looking for

This is your problem

This is what you need!

To find this!

Local
Intranet
Web
Cloud

Server 
ScanApp

Desktop 
ScanApp

Network 
ScanApp

Transportscan

Who is to decide which is the red one?



Remote Process 

Cryptographic-Lifecycle-Management

Discovery & 
Visibility

Single lens
visibility of PKI 
with depth and 
breadth of your 

enterprise 
previously not

achievable

Remediate 
& Manage

Policy based
management 
drives auto 
remediation 

across the PKI 
lifecycle to 

support 
enterprise PKI 

processes

Monitor & 
Enforce

Remain
compliant  to 
policies and 

standards  to 
ensure PKI 

hygiene and best 
practice

Verify

Manage

Monitor

Discover

Collect

Device scanning

Collection, verification, 
monitoring, analytics, 
forensics, managing

API Interface due to 
Governance Strategy

Agentless (centrally, 
Netowork segment)

Agent based (meshed)

Local Network Local Network 

Harddisk 
scan

Harddisk 
scan

SSH scan

Port scan

FTPS scan

Other 
scans

Harddisk 
scan

Harddisk
scan

Port scan

LDAP & AD 
scan

SSH scan

Discovery engines unveils the 

unknown unknowns to complete your 

infrastructure understanding

Certificates Keys Keystores Certificates Keys Keystores
Verify

Manage

Monitor

Discover

Collect

Discovery, Collection, 
verification, policy 

enforcement

Central Process 

Do

CheckAct

Plan

Company ITIL, PKI,
RISK, SIEM, SOC

OnPremise

Container/VM

Cloud
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Cybersecurity

Cryptographic inventory example

Like numbers? Mac Osx Highscore: currently 256.000, MS Windows 10: 369.000 Certs&Keys on one device
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Cybersecurity
Risk Assessment option example
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Cybersecurity
How to find them?

Ports / Networks / Segments Remote Server

Directories Local

Manually?

Automated?

Both?

Do you ask the right questions?

My one would be:
Can you allow to miss information?
How can we integrate it with minimal effords?
Can we support all our important processes? 

Questions asked: 
Do you need agents?
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Cybersecurity

Governance

Quantum migration ready Governance 

Riskmanagement

Compliance

Controlling

Strategy

Quality
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How does Cert Discovery interface into this 
world and what‘s new?

SIEM 
DB

Logfiles

Events

Devices

CMDB

Devices

Software

Incidents

CERT
DB

Devices

Software

TRUST

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE data 
[ <!ELEMENT data (certificate+)>
  <!ELEMENT certificate (idno, certno, scandate, scantime, 
origin, scanid, ipv4, ipv6, hostname, macaddress, 
portpath, filename, serialno, validfrom, validuntil, 
revocationdate, algorithm, pubkeytype, pubkeybits, 
subject, issuer, ca, pathlength, selfsigned, fileformat, 
alias, ocsp, trusted, subject_alternativenames, 
thumbprint_sha1, thumbprint_sha256, certificate_pem)>
  <!ELEMENT idno (#PCDATA)>
  <!ELEMENT certno (#PCDATA)>
  <!ELEMENT scandate (#PCDATA)>
  <!ELEMENT scantime (#PCDATA)>
  <!ELEMENT origin (#PCDATA)>
  <!ELEMENT scanid (#PCDATA)>
  <!ELEMENT ipv4 (#PCDATA)>
  <!ELEMENT ipv6 (#PCDATA)>

SBOM
DB

Software

Dependencies

Supply chain
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Cybersecurity
Solutions necessary and adressed 

Cryptographic inventory supports:

• CBOM
• Building a Cryptrographic Bill of Material and consolidate it in enterprise 

context

• SBOM
• Building a Software Bill of Material and consolidate it in enterprise context

• Crypto agility
• Changing from one cryptographic provider (CA) to another with maximum 

automation

• Risk identification and monitoring
• Identifying risk components or suppliers in the enterprise context

• Additional services like: Investigate cryptographic security
• Eg. Keystore security, private and public key handling
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Cybersecurity
Real world problems in enterprises

• Computer Museum support
• Support and include also older hardware/software into the inventory

• Information superiority
-  Define the level of management and independency of operation 

• Automate and enable manual or identify not performed tasks
• Automate certificate management (CLM) / reduce outages / enhance 

business continuity / react faster 
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Cybersecurity
Thanks for your attention

Dr. Alexander Löw (Loew) PCert.com

Data-Warehouse GmbH  US based company (MD) in Q1/2025

Ottobrunn/Germany  Howard County (MD), USA

https://datawh.info/en/pcert offices: 

     Sarasota (FL), USA

     Santa Monica (CA), USA 

     US:    +1 646 821 7053  

GE:  +49 170 850 5050

https://datawh.info/en/pcert

