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Need for Post-Quantum Cryptography (PQC)

• Quantum computers threaten the security of 

current, widely-deployed public key 

cryptosystems

o Signatures– ECDSA, RSA 

o Key Establishment–Diffie-Hellman, RSA 

• Quantum computers changed what we have 
believed about the hardness

o By Shor’s algorithm, factorization and discrete 
logarithm problems can be solved by 
quantum computers in polynomial time

• Quantum computing also impacts security 
strength of symmetric key based cryptography 
algorithms – manageable by increasing key size

o Grover’s algorithm provides quadratic 
speedup
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NIST PQC Standardization – Milestones and Timeline

2010 – 2015 – NIST PQC project team builds & First PQC 
  Conference

2015 – Workshop on Cybersecurity in a Post-Quantum World

2016 –   Determined criteria and requirements,  Call for proposals

2017 –   Received 82 submissions, 69 First Round candidates

2018 –  1st NIST PQC Standardization Conference

2019 – Announced 26 Second Round candidates
 Released NIST IR 8240
 2nd NIST PQC Standardization Conference

2020 – Announced 7 finalists & 8 alternate candidates 
 Released NIST IR 8309 

2021 –  3rd NIST PQC Standardization Conference

 Released NIST IR 8413

2022 –  Announced Initial Selections for Standardization & 4th 

Round Candidates
 4th NIST PQC Standardization Conference 

2023 –   Release draft standards and call for public comments

2024 – 5th NIST PQC Standardization Conference 

 Approval of 3 Federal Information Processing Standards 
(FIPS) for Post-Quantum Cryptography (August)

 NIST IR 8528 Status Report 1st Round of the Additional 
Digital Signature Schemes 

 NIST IR 8547 Transition to Post-Quantum Cryptography 
Standards (Initial Public Draft)

 

https://www.nist.gov/news-events/events/2015/04/workshop-cybersecurity-post-quantum-world
https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization/Call-for-Proposals
https://csrc.nist.gov/Events/2018/first-pqc-standardization-conference
https://csrc.nist.gov/pubs/ir/8240/final
https://csrc.nist.gov/Events/2019/second-pqc-standardization-conference
https://csrc.nist.gov/pubs/ir/8309/final
https://csrc.nist.gov/Events/2021/third-pqc-standardization-conference
https://csrc.nist.gov/pubs/ir/8413/upd1/final
https://csrc.nist.gov/Events/2022/fourth-pqc-standardization-conference
https://csrc.nist.gov/News/2023/three-draft-fips-for-post-quantum-cryptography
https://csrc.nist.gov/Events/2024/fifth-pqc-standardization-conference
https://csrc.nist.gov/News/2024/postquantum-cryptography-fips-approved
https://csrc.nist.gov/pubs/ir/8528/final
https://csrc.nist.gov/pubs/ir/8547/ipd


NIST Post-Quantum Cryptography Standards

• NIST Standards – Federal Information Processing Standards (FIPS) for PQC
• FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard (ML-KEM) (Approved August 2024) 
• FIPS 204, Module-Lattice-Based Digital Signature Standard (ML-DSA) (Approved August 2024)
• FIPS 205, Stateless Hash-Based Digital Signature Standard (SLH-DSA) (Approved August 2024)
• Fourth PQC Standard, FIPS 206, FFT over NTRU-Lattice-Based Digital Signature Algorithm (still under development)

• Ongoing public evaluation of additional algorithms continues 
• Key Encapsulation Mechanisms:  One or two (non-lattice) KEMs to be selected for standardization to complement ML-

KEM
• BIKE, Classic McEliece, HQC – all based on code-based cryptography

• Digital Signature Algorithms:  14 2nd round candidates announced October 24, 2024 

• International/Industry Standards
• ISO/IEC: ML-KEM including in SC27 WG2 standard under development with other PQC KEMs
• IETF: Critical network protocols, including TLS and IPSec, being revised to support NIST PQC algorithms
• EU: Coordinating through TTC and with individual EU member state IT security authorities 

• NIST to provide transition guidelines for the PQC standards
• National Security Memorandum (NSM) 10: “within 90 days of the PQC standards, NIST shall release a proposed timeline 

for the deprecation of quantum-vulnerable cryptography in standards”
• NCCoE Migration to PQC project to accelerate adoption of quantum-resistant algorithms

https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms


Milestones and Timeline

2016 Criteria and 
requirements and 
call for proposals

2017  Received 82 
submissions and 
announced 69 1st 
round candidates

2018 The 1st NIST 
PQC standardization 
Conference

2019  Announced 26 2nd 
round candidates. The 2nd 
NIST PQC Standardization 
Conference

2020   Announced 3rd round 
7 finalists and 8 alternate 
candidate

2021 The 3rd NIST PQC 
Standardization 
Conference 
 

2022  Announced the 3rd 
round selection and the 4th 
round candidates, the 4th 
NIST PQC conference

2023 Released draft 
standards for public 
comments 

2022 Called for 
additional 
signatures

2023 Received 50 signature 
submissions and 40 of them 
were selected as the first- 
round candidates

2024 5th NIST PQC 
standardization conference

2024 Published the 1st 
three PQC standards 
(Aug 2024) 

2022 Kickoff with 
14 CRADA 
Collaborators 
(July) 

2023 Published initial public 
drafts for discovery and 
interoperability/performance 
workstreams (Dec)

2024 Demonstrating how to use 
inventory for prioritization 
decisions, expanding 
interoperability and performance 
testing into additional 
communication protocols (over 
40 collaborators)

2021 NCCoE begins 
Migration to Post-
Quantum 
Cryptography Project 
calling for 
collaborators (Oct)

2024 14 Candidates to 
Advance to the Second Round 
of the Additional Digital 
Signatures for the PQC  
Standardization Process



The NCCoE – Migration to PQC -
AN applied Research Project

• Complement NIST PQC standardization effort 

• Support US Government PQC initiatives (White House NSM-10, M-23-02, ‘23 
National Cybersecurity Strategy)

• Tackle challenges with adoption, implementation, and deployment of PQC

• Engage with the community including industry collaborators and across 
government to bring awareness and education to the issues involved in migrating 
to post-quantum algorithms

• Coordinate with standard developing organizations and government and industry 
sectors community to develop guidance to accelerate the migration

• Leverage automated tools to discover use of quantum vulnerable cryptography 
within an organization in hardware, firmware, software, protocols, and services 
and use a risk-based approach to prioritize their replacement

• Perform interoperability and performance demonstrations across different 
technology and protocols to include TLS, QUIC, SSH, code signing, public key 
certificates, hardware security modules, etc. 



Migration to PQC Project Collaborators

• Amazon Web Services, Inc.

• ATIS

• Cisco Systems, Inc.

• Comcast

• Crypto4A Technologies, Inc.

• CryptoNext Security

• Federal: Cybersecurity and 
Infrastructure Security 
Agency (CISA)

• Data-Warehouse GbmH

• Dell Technologies

• DigiCert

• Entrust

• GDIT

• Gutsy

• HP, Inc.

• Post-Quantum

• PQShield

• QuantumXChange

• SafeLogic, Inc.

• Samsung SDS Co., Ltd.

• SandboxAQ

• Santander

• Siemens

• SSH Communications Security 
Corp

• Thales DIS CPL USA, Inc.

• Thales Trusted Cyber 
Technologies

• Utimaco

• Verizon

• Wells Fargo

• wolfSSL

• HSBC

• IDEMIA Secure Transactions
• IBM

• Information Security 
Corporation

• InfoSec Global

• ISARA Corporation

• JPMorgan Chase Bank, N.A.

• Keyfactor

• Kudelski IoT

• Microsoft

• M&T Bank

• Federal: National Security 
Agency (NSA)

• NXP Semiconductors

• Palo Alto Networks



DRAFT NIST SPECIAL PUBLICATION 1800-38

Moving volumes into one NIST Special 
Publication 1800-38 to be hosted on 
pages.nist.gov
• Example: NIST SP 1800-35 https://pages.nist.gov/zero-trust-

architecture/

Initial Public Draff NIST SP 1800-38B (Dec 2023)
Quantum Readiness: Cryptographic Discovery

• Demonstration of collaborator cryptographic discovery and 
inventory tools

Initial Public Draft NIST SP 1800-38C (Dec 2023)
Quantum Readiness: Testing Draft and Final Standards for 
Interoperability and Performance

• Explore interoperability issues in a controlled, non-production 
environment

• Reduction of time spent by individual organizations performing 
similar interoperability testing for their own PQC migration 
efforts



Recommendations & FIPS 140 Testing

• NIST is actively working on Special Publications to provide recommendations for the usage of 
PQC standards in applications, e.g.,

• The initial public draft of NIST Special Publication (SP) 800-227, Recommendations for Key-
Encapsulation Mechanisms, is now available for public comment. 
https://csrc.nist.gov/pubs/sp/800/227/ipd 

• NIST will also hold a virtual Workshop on Guidance for KEMs on February 25-26, 2025, to 
gather additional feedback on SP 800-227

• NIST provided guidance for transition in the past (NIST SP 800-131A Rev. 2 Transitioning the Use 
of Cryptographic Algorithms and Key Lengths) and will provide PQC transition guidance 

• NIST CAVP is already testing new PQC algorithms for FIPS 140 validation - 
https://pages.nist.gov/ACVP/#module-lattice-algorithms

• CAVP has finished work on ML-DSA external interface testing. A complete set of test vectors, and a 
set of intermediate values for FIPS 204 ML-DSA SigGen were posted on Nov 25 to the PQC-Forum
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https://csrc.nist.gov/pubs/sp/800/227/ipd
https://links-1.govdelivery.com/CL0/https:%2F%2Fcsrc.nist.gov%2FEvents%2F2025%2Fworkshop-on-guidance-for-kems/1/010001943d1c9678-b32b0c0b-3f47-4373-b4ba-7cc20f849525-000000/efGeHHKAqCdLgoQXCV_d_M8F8jg1UOGh8dDe-cvzCJs=386


WorkStreams

• Update earlier tests with standardized PQC 

algorithms parameters (X.509, HSMs, TLS, SSH)

• VPN (PQC -only and hybrid modes of the IKEv2 

Key Exchange)

• IPsec

• DNSSEC

• Smart Card/PIV…

Data centric risk management to prioritize mitigation and migration with crypto agility

+



a risk management framework
Cybersecurity Framework (CSF) 2.0

Implementation 
Examples

Informative 
References



DATA CENTRIC CRYPTO
RISK MANAGEMENT APPROACH

Risk ManagementData (Assets)

Information 

Repository

• Monitoring

• Dashboards

• Reports

• Measurements

/Metrics

C r y p t o - A g i l i t y

Migration

Code

Libraries

Files

Protocols

Systems

…

Applications

Management 

Tools

Data

Crypto

Vulnerability
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Log

Zero Trust

…

Governance
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(Modernization)
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Technology 

Supply Chains

Partner 

Ecosystem

Threats

People 
(roles/responsibilities)

Processes
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CONSIDERATIONS FOR ACHIEVING CRYPTO AGILITY

Crypto agility refers to the capabilities needed 

to replace and adapt cryptographic schemes 

in protocols, applications, software, hardware, 

and infrastructures. 

This white paper provides an in-depth survey of 

current approaches to achieving crypto agility. 

It discusses challenges and tradeoffs and 

identifies some approaches for providing 

operational mechanisms to achieve crypto 

agility while maintaining interoperability.  

• Transition Challenges

• Crypto Agility for Security Protocols

• Crypto Agility in Systems for Applications

• Governance
• Discussions:

• Resource Considerations

• Agility Awareness Designs

• Crypto Agility in the Cloud

• Maturity Assessment for Crypto Agility

• Strategic Planning
• Security Policy Enforcement

• Complexity and Security

• Environment Specific Agility Requirements

Initial Public Draft NIST Cybersecurity Whitepaper (CWSP 39) Considerations for Achieving Crypto Agility



• NIST Post-Quantum Cryptography
• https://csrc.nist.gov/Projects/post-quantum-cryptography 

• PQC Crypto Technical Inquiries
• pqc-comments@nist.gov 

• NCCoE Migration to PQC Project website
• https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-

algorithms

• NCCoE Migration to PQC Project community of interest (COI)
• Request to Join Email: applied-crypto-pqc@nist.gov

• Contact Email for NCCoE Migration to PQC project team
• applied-crypto-pqc@nist.gov

NIST AND NCCOE URLS AND EMAILS

https://csrc.nist.gov/Projects/post-quantum-cryptography
mailto:pqc-comments@nist.gov
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
mailto:applied-crypto-pqc@nist.gov
mailto:applied-crypto-pqc@nist.gov


EXTRA Slides



SECTOR SPECIFIC EXAMPLE
POST QUANTUM CRYPTOGRAPHY – GUIDELINES 
FOR TELECOM USE CASES VERSION 2.0

• https://www.gsma.c
om/newsroom/gsma
_resources/pq-03-
post-quantum-
cryptography-
guidelines-for-
telecom-use-cases/

https://www.gsma.com/newsroom/gsma_resources/pq-03-post-quantum-cryptography-guidelines-for-telecom-use-cases/
https://www.gsma.com/newsroom/gsma_resources/pq-03-post-quantum-cryptography-guidelines-for-telecom-use-cases/
https://www.gsma.com/newsroom/gsma_resources/pq-03-post-quantum-cryptography-guidelines-for-telecom-use-cases/
https://www.gsma.com/newsroom/gsma_resources/pq-03-post-quantum-cryptography-guidelines-for-telecom-use-cases/
https://www.gsma.com/newsroom/gsma_resources/pq-03-post-quantum-cryptography-guidelines-for-telecom-use-cases/
https://www.gsma.com/newsroom/gsma_resources/pq-03-post-quantum-cryptography-guidelines-for-telecom-use-cases/
https://www.gsma.com/newsroom/gsma_resources/pq-03-post-quantum-cryptography-guidelines-for-telecom-use-cases/



