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Crypto Asset Discovery Tooling – an Overview of
Capabilities, Characteristics and Gaps
In the migration towards PQC, one of the first steps should be getting an overview of cryptographic assets in your
organisation, i.e. where and why are you using which types of cryptographic algorithms, protocols, keys, etc. The
result is captured in a Cryptographic Bill-Of-Materials (CBOM). Various commercial solutions exist, but how well are
these addressing the problem? In 2024, as an independent research organisation, we have conducted research into
crypto asset discovery tooling and their vendors, through literature research and interviews with the vendors. In this
presentation, I will give an overview of the currently existing tools, the ideal setting, the gap between them and how
to bridge that gap.
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https://www.digitaleoverheid.nl/overzicht-van-alle-onderwerpen/quantumveilige-cryptografie/bereid-je-voor/
https://publications.tno.nl/publication/34643386/fXcPVHsX/TNO-2024-pqc-en.pdf
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• Solutions for ideal and minimal viable product MVP tool

• Necessary distinction between IT and OT

• How to measure their performance and convenience?

• Balance between effort, overhead & costs versus accuracy & completeness

• Effort  =  implementation time for internal developers

• Overhead = performance penalty on system because of running CADI tool

• Costs = integration cost + price of tool and services

• Accuracy = low false positives + quality and amount of data w.r.t. found assets

• Completeness = low false negatives

• Obviously the more accurate the tool the more overhead it causes



Cryptographic Asset Discovery Maturity Model

• Metric to measure maturity of the cryptographic asset discovery

• Composed of several accuracy and effort levels
• Difference IT vs OT







CADI Security*

* Have potential, but don’t necessarily 
offer support for CADI at this moment

A B C I II III IV



Requirement MVP (IT) Ideal solution (IT) CADI Leverancier B CADI Leverancier A CADI Leverancier C



OT environments

No ground truth

Re-inventing the wheel 
and lack of integration

Compliance-driven 
demand

Stimulate vendors to include OT 

Set-up experiment

Sync with other asset 
management research and tools

Stronger regulation on 
cryptographic asset      
management



• CADI is a no-regret move

• Any organisation should start with re-using information from security 
tools and request CBOMs from vendors

• CADI tools are not perfect yet, but we can already start using and 
integrating them

• Contact us if you want to know more!




