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PO MTLSv1.3

—> Why PQ mTLSv1.3?
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Why migrating to PQ ML-KEM and ML-DSA?

PQ mitigation of Security Network Protocols
CNSA 2.0' Commercial National Security Algorithm suite

A
’ |
Web Browsers/Servers
NIST releases 09 2097 web .
PQ Standards oud Services
o FIPS 203 Os
o FIPS 204, FIPS 205 Code Signing
Networking Equipment |
Code Signing vt -
Web Browsers/Servers ryp Oz‘lgrap Ically
Cloud Services 2030 ... 2033 Relevant
Networking Equipment Suantutm
(e.g., VPN, routers) omputer

OS .
» Standards Preparation

e CNSA 2.0 as default and preferred
* CNSA 2.0 Exclusive Use

Ihttps://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
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Why mTLS?

* Secure Websites (HTTPS)
e Public APIs

* Application where only the server
authentication is required

Many studies on the impact of
ML-KEM and ML-DSA on
TLS
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Microservices Communication
Internal APls

e-banking

Edge-to-Cloud Communication
Zero Trust Architecture

Any application with mutual trust of
authentication needed

No studies on the impact of
ML-KEM and ML-DSA on
mTLS



mTLSv1l.3

TLS 1.3 vs mTLS1.3? . ,

TLSv1.3 Client Server
O O l mTLS 1.3 Handshake l
ClientHello
’ Key Share |
Client Server >
ServerHello
_ Key Share + Certificate + Certificate Verify
TLS 1.3 Handshake -
| {Certificate Request}
ClientHello Finished
Key Share > <
Server can start
ServerHello sending App Data
Key Share + Certificate + Certificate Verify
Finished {Certificate} + {Certificate Verify} iy
s
N
Finished Finished >
>
Client can start
Application Data sending App Data
< [Data] > I Application Data I
Client Server _ [Data] -
O O N -
I _I Client Server
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POQ mMTLSv1.3
Performance Estimation

—> How to estimate the PQ mTLSv1.3 latency overhead?
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How IS a secure network connection established?

adWs

X

Client

Finished
:| Application Data |:
< [Data]
Clignt Server

TCP and mTLSv1.3

TCP_SYN(C)

X

Server

———— TCP 3-Way HandShake |————

- TCP_SYN(S),TCP_ACK(C)
Y

TCP_ACK(S)

ClientHello
Key Share

:| mTLS 1.3 Handshake |:7

ServerHello
Key Share + Certificate + Certificate Verify

<

<

_ {Certificate Request}

_ Finished

{Certificate} + {Certificate Verify}

X
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o Communication flow = mainly round trips

o Each round trip — 2-way communication flow

o Round trips are expensive (high latency)
o Round Trip Time (RTT)

Multiple messages are merged up to a given size (‘bucket’),
forming part of a single round trip

o How PQ PKI affects the communication latency?
o Additional RTTs?



How Is the cost of a secure network connection estimated?
Round Trip Time Estimate 2 5

Client Server

[ TcP 3-way Handshake |

jk 1 Round Trip (RTT)
| Jer oo oo 1 Round Trip (RTT)
o WissicdbCaypimeBdsgiieessize (‘bucket’) |Smuitame: )
o (St deytoahd sighataitespr an AP —
o Bakitpfitédgemente ‘bucket’ A
o AdditidralRblind Trip e | ound Trio (RTT) |
(Certificate Request} msg_len = KeyShare + Cert + CertVerify
e > - Pj&%@g_%@ﬁh%*&%{* CertVerify
P — 1 IF (msg_len > bucket
o PQ crypto primitives - |] *Round Tries (RTTs)
(large keys and signatures)
o They don’t fit mto.a.smgle bucket T | | meesh < KevsHars  Cort s Contverty
o Introduce Additional Round e [ IF (msg_len > blicket)
+ Round Trips (RTTs)

Trip ]

adWs
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Congestion Window
Estimate the Round Trip Time acgurately ¢

Server

o Congestion WiNDow (cwnd) (‘the bucket’) T — Iy |
o The amount of data that fits into a N 1 Round Trip (RTT)

sending TLS Client Hello
along with TCP ACK

Single Round Trip (~15KB)

o PQ Certificates (~22KB) > cwnd (~15KB) e - 4 Round Trip (RTT)
o Additional Round Trips B

o Increase Congestion Window ey | - T1SE_leN = KeyShare + Cert + CertVerify
S g emete Reqwesy IF (msg_len % cong wnd)
o PQ Certificates (~22KB) < cwnd (~34KB) S — + Round Fries{(RTTs)
o No Additional Round Trips
{Certificate} + {Certificate Verify}
o Application Data Transfer would also benefit eoptcstion ot ,| 1 mse_len = KeyShare + Cert + CertVerify
. . Certificate 2/2% + {Certificate Veri §
from large congestion window " R(msg—]el nI .Cong;RWIInd);
O | m prOVEd Time'TO'La St'Byte IMoreApplication Data I =
[Application Data] }
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PQ PKI Performance

—> The actual results

dWs
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MTLSv1.3 handshake - Classical Cryptography
Classical (small) Certs with Small Congestion Window

X

Clignt Server Fast Speed (100mbps) and RTT 50ms
I TCP 3-Way HandShake : N _
eswo " rr - _ aa~nl 777" R-l_r [ m s ] - Egz I_(|~P32 g|6<B )
g } 1 Round Trip (RTT) 140 - Data [ms] '
Client can start N
sending‘TLS Client Hello i
along with TCP ACK 1 2 O _ |
|
|
TCP_ACK(S) - 104.27 : 105.66
:mTLS 1.3 Handshake : 100 "—‘— ————————————— ]I'“‘—‘ “““““““““
ClientHello 1 ROUﬁd TFID (RTT) ’U\) :
Key Share Up to (-15KB) £ !
Slfery\llesr::rl(leo+ Certificate + Certificate Verify B RSA Certs (35KB> > 80 7] :
{Certificate Request} Slhg]e RT g :
Finished 8 :
[Application Data] ] S 6 O 7] :
""""""""""""""" T
sending App Data :
40 - !
{Certificate} + {Certificate Verify} 7 |
Finished :
(Application Datal O+ Round Trip (RTT) 20 - |
Client can start S UD tO ( 1 5KB) :
~| RSA Certs (35KB) i
I More Application Data I Slng]e RT O T L I
[Application Data] 5 0 9 O
Client Server Pe rce ntl Ie
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MTLSv1.3 handshake - Post Quantum Cryptography
Classical vs. PQ (large) Certs with Small Congestion Window

Fast Speed (100mbps) and RTT 50ms Slow Speed (1mbps) and RTT 50ms
| MLKEM768 -
B MLDSA (~22kB) T RTT  [ms] |
2007 ECDH-P256 Data [ms] 250~ |
] _ i
175 RSA (~3.5KB) i
200 - |
150 - |!
» m |
€ 125 - z it
> = 1507 ]
O U |
$ 100 - < i
© © I
-~ 75 | @1@07 100 T ll'
|
Overhezel Overhese) i
O pommmmeeseessoossososeeeeoy l
! 50 1t ir ----------------------------
25 A : :
i i
O I . I O 1 L 1
50 90 50 90
Percentile Percentile
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The actual mTLSv1.3 handshake performance

Classical vs. PQ (large) Certs with LARGE cwgd (Client &

Fast Speed (100mbps) and RTT 50ms

160 —— MLKEM768
BN \ILDSA (~22KB) T RTT [ms]
140 - ECDH-P256 Data [ms]
RSA (~3.5KB)
120 - !
104.44 106.54 | 105.77 108.04

= 100 | w——_____ L
£ :
]
o 80 - |
c ]
3 |
S 60 5

____________________________ :.____________________________
40 - i
|
20 - |
|
0 I

50 90
Percentile

adWs
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Client

I TCP 3-Way HandShake I

Server)

X

Server

TCP_SYN(C)

TCP_SYN(S),TCP_ACK(C)

Client can start
sending TLS Client Hello
along with TCP ACK

]

TCP_ACK(S)

}

1 Round Trip (RTT)

Client can start

sending App Data

{ mTLS 1.3 Handshal

ClientHello
Key Share

ServerHello
Key Share + Certificate + Certificate Verify

{Certificate Request}

Finished

[Application Data]

{Certificate} + {Certificate Verify}

Finished

[Application Data]

AN

1 Round Trip (RTT)
Up to (-34KB)
ML-DSA Certs (-22KB)
single RTs

Server can start
sending App Data

I More Application Data f

[Application Data]

Client

Server

O+ Round Trip (RTT)
Up to (~34KB)
ML-DSA Certs (~-22KB)
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The actual mTLSv1.3 handshake performance

Classical vs. PQ (large) Certs with LARGE cwnd (Client & Server)

Fast Speed (100mbps) and RTT 50ms

160 —— MLKEM768

BN \LDSA (~22KB) T RTT [ms]

140 - o ECDH-P256 Data [ms]

RSA (~3.5KB)
120 - !
% 100 4 L
£ :
|
o 80 - :
C ]
3 |
S 60 A |
____________________________ %
40 - 2% E 2.15%
Overhead) Overheae)
20 - !
|
0 I
50 90
Percentile
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Slow Speed (1mbps) and RTT 50ms

250 -
200 -
2
— 150 A
o
C |
Q I
© I
— 100 +
83.1% | 82.4%
Overhead: Overhead
50 - P oo
i
|
|
|
0 1 - 1
50 90
Percentile
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The actual mTLSv1.3 performance
Transfer Data (50KB) - Large cwnd (Client & Server)

Fast Speed (100mbps) and RTT 50ms 000 Slow Speed (1mbps) and RTT 50ms
300 T— MLKEM768 1 .
B \LDSA (~22KB) T RTT [ms] |
883.62 |
ECDH-P256 Data [ms] ST
250 - B RSA (~3.5KB) 800 - 7z
: ; !
209.31 210.84 <ol i
200 |- —___ 6‘6 1I— ______ @___ ~ i
2 A i > 2 600 - i
~ | ~ |
T 150 ---mmmmmmmmeennmmomeeeee oo g |
c | |
Q | 9 0 :
= ! T 400 - d
| |
100 ----------==mmmmm oo - !
14% | 1.4% |
Overhead Overheae) 200 - N._._.. 4---

o I i O
| |

e ) e —

0 T . T O T 1 ;
50 90 50 90
Percentile Percentile
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The actual mTLSv1.3 performance
Transfer Data (150KB) - Large cwnd (Client & Server)

Fast Speed (100mbps) and RTT 50ms Slow Speed (1mbps) and RTT 50ms
450 —— MLKEM768 2000

BN MLDSA (~22KkB) T RTT [ms]
400 - i Data [ms] i

- ECDH-P256 1750

RSA (~3.5KB)

350 - 1510.87

N N w
o Ul o
o o o

] ] ]

Latency (ms)

©
O

150 -

100 -

10— O TG — OVEhEE

O 1 1 0 1 1
50 90 50 90

Percentile Percentile

SN T T [
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Conclusions

o PQ mMTLS (ML-KEM and ML-DSA) increases the number of round trips ciient server

. . . [ TP 3-Way Handshake |
with small congestion window. o
TCPSTNS) TCPACK(E) } 1 Round Trip (RTT)
Client’ car}l’lfga(r:tlient Hello y
o Increasing the congestion window allows to exchange PQ certificates™
in the same number of round trips as classical certificates. e o) -
oy Snare 1 Round Trip (RTT)
N ServerHello L UD to (“S4KB)
o The main overhead of PQ mTLSv1.3 depends on the network speed s ot s oot | L DSA Certs (22KB
o 2x ~18.5KB larger certificates @100mbps s single RTs
o ~ 3.2 ms overhead (mTLS) hppteaton pec)
o Application Data transfer is usually much larger .
{Certificate} + {Certificate Verify}
o While Time-To-First-Byte would be impacted, the user experienceis {ntoton e O+ Found Trio (RTT)
ime-To- - icati B Up to (-34KB)
usually related tg Time-To-Last-Byte (,.Appllicatlor_\ Data Transfer). I N A
o The overall impact of PQ mTLS migration (Time-To-Last-Byte) I |

decreases with larger data exchange. Clent Server

adWs
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Thank you!
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