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5 Things You Need To Know
Quantum Security | Overview

Bits 
to Qubits

On, Off, and Everything in Between 
Superposition and Entanglement

Factoring is Easy

2 – 433 – 1000 … 4099 – 
and noise

Shorten the Event Horizon

Prepare Now Relax Later
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Quantum 
Computing

Counting 
Qubits

SNDL 
and Hybrid

PNRL 
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Which Sectors are Affected

What Peer Firms are Adopting

Many Common Efforts Underway

Early for Regulatory Drivers

Lack of Clarity of Mission

Who Can Lead 

How to Speed Collective Defense

Role of PKI in the Future

Considerations



Current  Guidance  

Quantum Computing
Preparedness Act (H.R.7535) White 

House

Executive 
Orders

• NSM-8

• NSM-10  

https://www.congress.gov/bill/117th-congress/house-bill/7535
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Strategy

• Education

• Ecosystem

• Budgeting

Discovery

• Manual

• Tools

• AI

Remediation

• Post Quantum Crypto

• Crypto Agility

• Quantum Key Distribution 

Quantum Defense
across the Financial Sector
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The Role of
 
P K I 

in the Collective 
Defense



Public Key Infrastructure – the highly sophisticated chain on trust established over many 
years. 
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Business are impacted dramatically, because they need to rely on third parties for Public PKI and they 
need to update their own Private PKI otherwise their user ids, access points, and applications will be 
vulnerable.  

Source: https://www.thesslstore.com/blog/pki-architecture-fundamentals-of-designing-a-private-pki-system/ 

There are internal and 

external PKI 

infrastructures.

The process to issue, renew, and update certificates is 

well established, but is laborious, complicated, and 

business critical.

Changes take time to 

ripple down the chains of 

trust.

It requires a dedicated team 

within the security organization to 

manage and operate PKI.

https://www.thesslstore.com/blog/pki-architecture-fundamentals-of-designing-a-private-pki-system/


PKI
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A secure way to exchange keys with crypto generated 
on the fly per communication.

Key Encapsulation Mechanism (KEM)

A high sophisticated chain of trust established over 
many years.

Digital Signature Algorithms (DSA)

Implemented via Public Key Infrastructure (PKI)



Browser Server

Syn

Ack

Syn

Ack

TLS 1.3 Handshake

Client Hello:
Current Post Quantum

TLS Version 1.3 1.3

Client Rand <rand> <rand>

Cipher Suites AES_256_GC
M_SHA384

AES_256_GC
M_SHA384

Signature 
Algorithms
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Dilithium, 
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Key share <ECDHE pub 
key>

<Kyber pub 
key>

Pre shared 
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ECDHE Kyber

Server Hello:
Current Post Quantum

TLS Version 1.3 1.3

Server Rand <rand> <rand>

Selected 
Cipher Suites

AES_256_GC
M_SHA384

AES_256_GC
M_SHA384

Key Share <ECDHE pub 
key>

<Kyber pub 
key>

Server 
Certificate

<RSA Cert> <Dilithium 
Cert>

Server Cert 
Verify

<ECDSA 
Verify>

<Dilithium 
Verify>

Secure Communications



Considering a Maturity Index 

• Improve Quantum Defenses

• Consistently Measure Progress

• Share Knowledge 

• Prioritize Actions and Budgets

POTENTIAL BENEFITS 



Considering Maturity Index Domains and Levels 



Report from FS/ISAC Denver March 2023 Roundtable

Summary of 
Discussions

from 
Roundtable 
Participants



Next Steps 

Non-binding Show of Hands

WEF talk

Product Vendors 



QUANTUM SECURITY GLOBAL LEAD
Tom Patterson | Accenture | Tom.Patterson@accenture.com

BACKGROUND
Tom is the Managing Director for Emerging Technology Security at Accenture, recently joining the leadership team to continue his mission to 
secure the world’s critical infrastructure through the secure application of quantum, AI/ML, 5/6/g, and space technologies. His background in 
national policy, emerging technology, and as a CISO provides necessary perspective to defend and prosper with the technology used to 
compute, communicate, and make decisions.

EXPERIENCE (Selection)

Accenture Global Quantum Security Lead
Leads development and operations of global quantum security 
group, including quantum vendor
database, post-quantum testbed, and quantum security strategy. 
Works with leading vendors of crypto discovery and crypto agility 
products and services.
Post-Quantum Crypto Agility
Project lead for a global 1000 company’s post-quantum strategy, 
crypto discovery, crypto provenance, crypto agility architecture, and 
successful roll out to key applications. Implemented orchestrated 
crypto agility integrated with threat intelligence feeds for very 
critical operations.
Post-Quantum Encryption

Project lead for a communication (UCC) workspace platform’s 
upgrade to integrate quantum resistant algorithms.  Use of NIST 
candidates Crystals-Kyber and Crystals-Dilithium cryptographic 
algorithms, integrated into the messaging layer security encryption.  
Resulted in first commercial UCC product to fully implement PQE.
Post-Quantum Strategy and Discovery
Project executive for post-quantum security strategy and discovery 
at a large financial institution. Project scans, classifies and evaluates 
global networks and applications for quantum risk.

SKILLS and CERTIFICATIONS INDUSTRIES

• Post-Quantum Security
• Crypto Agility
• AI/ML Security
• 5/6/g Communications
• Space Security
• OT / SCADA
• Trust
• Resilience

• Financial
• Energy
• Communications
• Manufacturing
• Technology
• Transportation
• Healthcare
• National Security
• Five Eyes
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