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Quantum Computer (public) Investments



Quantum security Threats (now)



Quantum security Threats (future)



Do you need to act 
Now?

• Mosca’s Theorem 



What is 
Quantum 
resilience?  

• “The idea of quantum resilience 
is that regardless of whatever 
happens, even with a quantum 
computing attack, your 
communications remain 
secure”



How to prepare for Quantum resilience  

• 1. Assess based on 
Riskmanagement and apply 
Mosca’s Theorem

•  

• 2. Make sure you implement a 
hybrid quantum security strategy 
(classical algorithms in combination 
with post quantum proof algorithms 
(both asymmetric) and asymmetric in 
combination with symmetric 
encryption)

• 3. Make sure your hybrid quantum 
security strategy is Crypto agile 



1. Assess based on Riskmanagement and apply
Mosca’s Theorem

•X



• 2. Make sure you implement a hybrid quantum
security strategy

•

• 2a. Classical algorithms in combination with post quantum algorithms

(both asymmetric)
•

• 2b. Asymmetric encryption in combination with symmetric encryption

https://www.hpcwire.com/wp-content/uploads/2023/02/63fd5edb40d99ece07c6b323_softbank-quantum-safe-hybrid-key.png




“The significant impact is on asymmetric
encryption. Using Shor’s algorithm, quantum
computing breaks all public-key
cryptography. Public-key solutions like 
RSA, Diffie-Hellman, and ECC will all
need replacements. Among other things, 
this has a severe effect on key exchanges 
for TLS”

“While Grover’s algorithm can reduce the time necessary to guess symmetric
keys, widely accepted solutions with sufficient key size are believed to be
quantum-resistant. Lane Wagner, writingOpens a new window for Qvault, 
reports that Grover’s algorithm can effectively reduce the attack time against
AES-128 to achieve reasonably successful key guessing once quantum
computers reach the necessary power levels. However, the AES-256 
keyspace is sufficiently large to remain resistant to quantum-enabled
attacks.”

https://qvault.io/cryptography/is-aes-256-quantum-resistant/






• 3. Make sure your hybrid quantum security strategy is 
Crypto agile

• “Cryptoagility is a practice in designing the

information systems which encourages support of 

new crypto primitives and crypto algorithms

without making significant changes to system 

infrastructure. A plan is considered to be cryptoagile

if the existing cryptographic algorithms and other

parameters can be changed with ease without 

leaving gaps in implementation”



• Conclusion

(Classical asymmetric encryption + Post quantum asymmetric encryption) 

+ Post quantum symmetric encryption

=

Crypto agile quantum security strategy
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