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Example domain
name

This domain name has been registered by SIDN.
You may use it as an example of a domain name. Prior
permission is not required.

More about SIDN.
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.nl = the Netherlands

" 17M inhabitants
s ’ 6.3M domain names
3.8M DNSSEC-signed

4.0B DNS queries/day
8.6B NTP queries/day
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@Ce utun10
liidns 4 *] EXpression... +  Test
Mao. Time Source Destination Protocol | Lengtl Info
4 @.786990 94.198.158.3 16.28.7.48 DMS 83 Standard query ©0x4983 AAAA example.nl OPT
5 8.788696 10.28.7.40 94.198.158.3 Standard query response Bx4903 AAAA example.nl AAAA 2.
6 9.834830 94.198.158.3 18.28.7.48 DNS 84 Standard query ©8xa@3d AAAA sidnlabs.nl OPT
7 8.842772 1@.28.7.48 94,198.158.3 DNS 188 Standard query response Bxa@3d AAAA sidnlabs.nl AAAA ..
g B.BB7276 94.198.158.3 10.26.7.48 DNS 81 Standard query ©8x1d23 AAAA pkic.org OPT
9 @.895848 10.208.7.40 94,198.158.3 DNS 153 Standard query response @x1d23 AAAA pkic.org AAAA 260..
"Eaas ssss sssa OOUUY — MOPLYy COUOT.: WO ol TOr (U7

Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: 1
Queries
example.nl: type AAAA, class IN
Answers
example.nl: type AAAA, class IN, addr 2a@@:d78:0:712:94:198:159:35
Mame: example.nl
Type: AAAA (IPve Address) (28)
Class: IN (@x@@81l)
Time to live: 3367
Data length: 16
AAAA Address: 2a@@:d78:0:712:94:198:159:35
Additional records

ge48 00 01 00 00 6d 27 B0 1@ 2a @0 @d 78 8@ @@ BT 12 .- Vs X
FE5E 8@ 94 81 98 P11 59 @@ 35 @9 08 29 B4 do @0 88 88 - ¥:5 ss)rasis .
_ D £l Response Length (dns.resp.len), 2 bytes Packets: 44 - Displayed: 6 (12.6%) - Dropped: 0 [0.0%) Profile: Default )

LABS

3DN




DoH, DoT, DNScrypt DNSSEC

https://dnsgall.eu/
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https://dns4all.eu/
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Prio Requirement Good Accepted Conditionally

#1 Signature Size —
#2 Validation Speed —
#3 Key Size > 64 kilobytes

#4 Signing Speed

Table 2: Requirements for quantum-safe algorithms.

M. Miiller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: S @5‘ LABS

A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.
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. 86400 IN S0A a.root-servers.net. nstld.verisign-grs.com. 2823103000 1800 900 604800 B6400

86400 IN RRSIG SOA 8 O 86400 20231112050000 20231030040000 46780 .
gGBequK?xLHHU]thﬂanY!nESbEfUﬂfzJEUquN53+ngaz1DaEchESQAJSDaKmQ5?mr[x?GNnKBSﬁJIEvcEUGIdBEkx+E1UktlEfcﬂyGENEJTzaﬁFBSrEFVwEanUpIUmc
qodp5SNbZ/CwkIATCGGgXIYEQdTOkhBuNwjbmN2Cb54ovt/1xlhh@f/4qibrbAVOSYG2ZROXFi5D053yxqtRIss5dIwg LTMrUFsmLGoA==

- 518488 IN M5 a.rogot=-servers.net.
i 518408 1IN NS b.root-servers.net.
4 518488 IN M5 C.ropt=servers.net.
5 518408 1IN NS d.root-servers.net.
. 518488 IN M5 e.root=servers.net.
. 518408 IN NS f.root-servers.net.
. 518488 1IN N5 g.root-servers.net.
% 518488 IN M5 h.root=servers.net.
- 51848@ IN M5 il.root=servers.net.
. 518408 1IN N5 ].root-servers.net.
3 51848@ IN M5 k.root=servers.net.
% 518408 1IN NS l.root=-servers.net.
. 518488 1IN NS m. root=servers.net.
518488 1IN RRSIG NS B @ 518408 20231112050008 20231030840000 46788 .

KﬂSthdeHcYH?ﬁF5Y2+VAKHEE[+EH4nGbEuﬂpl5hkEEH¢?ﬂFKFp5HTJIL1U?G?KKpEgE+g+QDchIHPE1]GFNYEHH?EQEE]HGGBEEypr+HUJleﬁSRIEfSwmlFALKEHEFNIE:
Z11lyuyxiSqJhgl+7tSkrL3AKhA4TItynIcBbZswdg3mVHPTARjUjby2WNt /M2 c LERoo+W/ zYsZpkKamUpvTNmEgYnnt2xUVBF5/0w==
. 86409 IN NSEC aaa. NS 5S0A RRS5IG NSEC DNSKEY ZONEMD

86400 IN RRSIG NSEC 8 © B6400 20231112050000 20231030040000 46780 .
AEHHqTJkEwaLBJpGKBEBpmeHnEWSlFEJKE4FTEUHUW+NK?xNuPuET4TFlFGsrmFENYEUrAHJMlTEHuthPEzmr?SrbIHTqEGEAhB?IthzEQGmQASHFEHhLIBLQ?afcBhBHE
L955ds69hiBCI04/brP+Uh7cvvyCAu/B1)9X2RInQ4hmTKKMgOMagMGamME 9y xopo BWEBW+vBkCTCCUSKMaTnFYePVO0FSdxZg2 TQlA==

172888 1IN DNSKEY 256 3 8
AwEAAddSQSRvSUUtkUCN?uyupbﬁkDEgmtwaEE]fdﬂﬂ+K?HDEngBabKthftFUEEKQDUHKH3gpMPIxachNnuEWzHlUEAEstFlFEKpELBepgemdlzvdlnTHE]pBEKHIﬂmDJ‘
S/3U4p/bZarjtMFOHDThODEjlywtRpkpPnge@3gmINoa2tz+Kf f67kbQb@NhHIYzPRpViaMEWZI9pgGHOZyuFdNrNRx68XS5107sya7/i+c=

172888 1IN DNSKEY 257 3 8
AwEﬂAazftAmByTn4Mfeh5EyIQEwsvexTEAvkMgJzkHTDllekazxeF3+f4ngnq?HrxﬂleLFlExﬂLAJr59vaH?SWKgnLh4+BSxQ1NVzBDgBkvArﬂtMHﬂxUUuEaSnIDdDSLH
SApxz7LjVcluTIdsIXxuOLYA4/11BmSVIzuDWfdRUThHAY&+cnBHFRm+2hMBARXGXws9555KrUB5qgihy LGaBsubX2NnEUWNRLIAKUTV7 4bU=

172880 1IN RRSIG DMNSKEY 8 @ 172800 20231111000000 20231021000000 20326 .
Edﬁ:MtﬂfTEIDhE]Ha?exh?fCaDEﬂUﬁYGJBSKucEJHEFD#T?quszzpwEJKgBHPHSYWEMFbﬂEc+Klw93defL?pnyzEhwxﬂhf+npFGxdfcEtmpnﬂthNTalnlﬁlHrrENﬁan4
otGrVY1lfnzKpzH4WmZ j 829BRGydkSPScgD9FnX3kHcog/pHLu@TLGPPObhAUj /Lgd5ZHCGOtIGxIJaNdzHsmg9F rrBEm5gdBnTXKOg==
. 864089 IN ZONEMD 20231030090 1 241 BlEAIDASF5@91E3A36CT7CeDC3A251C39F193757A0A99F1FOFER937ABASB4320E10154C

864009 IN RRSIG ZONEMD 8 @ B6400 20231112850000 20231038040000 46780 .
yﬁ[wgUlﬂltEUﬂSdnghBDSﬂuah]thKBbEquLhLUhDEJ¢1ryVWFEc+BcKDwﬁH?4rkA]nUpF]GEhESFFJyyrerTprquGEHE5KUUG+D91TkaxaTnRBK]waHIGEQ?HrﬂdJUl
1gPsR544GULBYPYNVijtPENrXHXIsDBhbx9cado3grFDatrhXj+JbR+wtFbo/ByhaZnm3guTbQnAGj IMxeXyw+DrCVoXz+tRX4uKQ==
aaa. 172808 1IN NS a.nic.aaa.
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Thank you for your attention!

Elmer Lastdrager
elmer.lastdrager@sidn.nl

@elmerlastdrager
@elmer@c.im

https://www.sidnlabs.nl/en S m
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