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A man calls quantum IT support and complains 
that his quantum computer isn't working.

Quantum IT support: 
"Have you tried turning it off and on at the same time?"
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Is There a Problem Here?



“Quantum computing risk cannot be ignored. Without cryptography, 
we essentially need to “unplug” from the ICT infrastructure and stop 
using untrusted parties and media. This is simply not practical for the 

majority of applications, including anything involving a financial 

transaction that uses real-time communication (credit card purchases, 

Money Transfers, online banking, etc) online communication (e-mail, 

texting, social media, etc) online advertising, e-health and so on.”
 Dr. Michele Mosca, Institute for Quantum Computing, University of Waterloo. 



CRYPTOGRAPHIC 

ALGORITHM TARGETED
TYPE PURPOSE

IMPACT FROM
LARGE SCALE QC

AES Symmetric key Encryption
Longer keys 

needed

SHA-2, SHA-3 ---------- Hash functions
Larger output 

needed

CRYPTOGRAPHIC 

ALGORITHM TARGETED
TYPE PURPOSE

IMPACT FROM
LARGE SCALE QC

RSA

Public key

Signatures,
Key establishment

No 

longer 
secure

Digital Signature 
Algorithm

Signatures,
Key exchange

ECDSA
(Elliptic Curve DSA)

Peter

SHOR

Lov

GROVER



amount of time that data must remain 

secure X the time it takes to upgrade cryptographic systems Y when 

quantum computers come online Z



20232022202120202019201820172016
Standards 

expected 

in 2024

Announcement 

of Call for 

Submissions

Formal call for 

PQC algorithm 

proposals

Deadline 

for 

submission

Round 1: 

69 algorithms 

qualified

Round 2: 

26 algorithms 

announced

Round 3: 

15 algorithms 

announced 

NSA CNSA 2.0 

announced



« ANSSI encourages all industries to 

initiate [..] a gradual overlap transition 

in order to progressively increase trust 

on the post-quantum algorithms and 

their implementations »

« The quantum threat makes crypto 

agility particularly relevant », and 

« ANSSI will encourage the initiation of 

progress towards crypto agility as 
much as possible for future products. »

Source:
https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-
cryptography-transition/

For ANSSI, PQC represents the 

most promising avenue to 

thwart the quantum threat.



« From BSI's point of view, the question 

of "if" or "when" there will be quantum 

computers is no longer in the 

foreground. Post-quantum 

cryptography will become the standard 

in the long term. »

« Concerning further development [..] 

particular attention should be paid to 

making cryptographic mechanisms as 

flexible as possible in order to be able 

to react to [..] possibly replace 

algorithms in the future that no longer 

guarantee the desired level of security 

("cryptographic agility"). »

Source: 
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/
Brochure/quantum-safe-cryptography.html



«There is likely to be a period during 

which organisations will be required 

to operate both conventional and 

quantum-safe cryptography, in 

order to ease transition between the 

two.»

«The NCSC cautions against early 

adoption of non-standardised QSC. 

», and 

«There is unlikely to be a single 

quantum-safe algorithm suitable for 
all applications.. »



« To mitigate this risk, the United States 

must prioritize the timely and equitable 

transition of cryptographic systems to 

quantum-resistant cryptography, with 

the goal of mitigating as much of the 

quantum risk as is feasible by 2035. »

« Central to this migration effort will be 

an emphasis on cryptographic agility, 

both to reduce the time required to 

transition and to allow for seamless 

updates for future cryptographic 

standards. »



Source:
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF

SW/FW signing begin transition 

immediately

New SW/FW signed using new 

algorithms by 2025

Transition to be complete by 2035

https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF




VPN Session

Key Establishment Ciphertext
Quantum attack using 

Shor’s algorithm Obtain private key
Decrypt using 

extracted key Plaintext

Handshake Data Exchange
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Where Do We Start?
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What’s at risk?

Durable connected devices (IoT) 

with long in-field lives 

What’s the attack?

Forged software updates by 
quantum-enabled adversaries 

PKICode Signing TLS
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Case Study: Wells Fargo
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Key Take-Aways



Standards 

Post Quantum 
Crypto Agility

Quantum 
Resistant 

Algorithms

Quantum Key 
Distribution

Quantum 
Random 
Number 

Generation
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➢ Governing bodies recommend:

A Hybrid crypto agile 

➢  Practice:

➢ Transition:

3 phases proposed by ANSSI, 

towards full PQC:
✓ Phase #1: Preparation

✓ Phase #2: Hybridization

✓ Phase #3: Full PQC
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Thank you
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