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« The 5™ NIST PQC Standardization Conference
« April 10-12, 2024 in Rockville, Maryland

 Draft standards for public comment released Aug 2023
» Deadline for comments: November 22, 2023

 The first PQC standards should be published in 2024
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MIGRATION TO PQC PROJECT TIMELINE
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REFERENCES

NIST PQC

NIST NCCoE Migration to PQC Project Website

NSA Post-Quantum Cybersecurity Resources

CISA Post-Quantum Cryptography Initiative


https://csrc.nist.gov/projects/post-quantum-cryptography
https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
https://www.nsa.gov/Cybersecurity/Post-Quantum-Cybersecurity-Resources/
https://www.cisa.gov/quantum
https://www.cisa.gov/resources-tools/resources/quantum-readiness-migration-post-quantum-cryptography
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* May 04, 2022: National Security Memo (NSM-10) Promoting United States Leadership in
Quantum Computing While Mitigating Risks to Vulnerable Cryptographic Systems -

« Sec. 3. Mitigating the Risks to Encryption

Emphasis on Cryptographic Agility

NIST — initiate an open working group with ith industry, including critical infrastructure owners and operators, and other
stakeholders.

NIST establish a “Migration to Post-Quantum Cryptography Project”

CISA in coordination with Sector Risk Management Agencies shall engage critical infrastructure and
state/local/tribal/territorial gov't and provide an annual report on risks posed by CRQC and recommendations for
accelerating quantum readiness

CISA in coordination with NIST and NSA establish requirements for inventorying all cryptographic systems, list key IT assets to
prioritize, benchmarks, and common assessment for evaluating progress on quantum resistant cryptographc migration in
IT systems.

Federal Civilian Exec Branch (FCEB) agencies shall deliver inventory of IT systems that remain vulnerable to CQRCs

90 days after NIST PQC standards are posted as final, NIST will release a proposed timeline for deprecation of qguantum-
vulnerable cryptography

1 year after NIST PQC standars are posted as final, OMB in coord w/ CISA and NIST shall issue memo to FCEB

NSA shall provide guidance for National Security Sytems (consistent with tasking to NIST noted above for non-National
Security Systems)


https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
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« Sep 22, 2022: National Security Agency — Cybersecurity Advisory: Commercial National
Security Algorithm Suite 2.0 -

Algorithms for software- and firmware-signing

The National Institute of Standards and Technology (NIST) standardized these algorithms some time ago, but using different algorithms for this
special use case is new in CNSA 2.0.

« Symmetric-key algorithmes.
There is only a modest change from CNSA 1.0 in this section that allows a bit more flexibility.

» General-use quantum-resistant public-key algorithms. These are the main public-key algorithms that most
applications will require.

As they have not completed standardization, this section is forward-looking.
» Timing. Discusses the timing of the transition to CNSA 2.0.
« Enforcement. Summarizes requirements related to enforcing NSS algorithm
* requirements.

« Additional guidance: RFCs. Provides links to helpful Infernet Engineering Task Force Requests for Comment (IETF
RFCs) used to implement CNSA 1.0.

» Reference tables. Features two tables that list algorithms for CNSA 2.0 and for CNSA 1.0.


https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
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* Nov 18, 2022: Memo From Exec Office of the President — Office of Management and Budget
— M-23-02 for Heads of Exec Departments and Agencies; Migrating to Post-Quantum
Cryptography -

 Prioritized Inventory of Cryptographic Systems (by May 4, 2023 and annually thereafter)

» Focus High Value Assets and High Impact Systems, or ny other system that an agency determines is likely to be
particularly vulnerable to CRQC-based attacks. Data that is mission sensitive through 2035
* Timelines
Within 30 days, Identify FCEB agency leads for inventory and migration
90 days, Office of the Natfional Cybersecurity Director (with OMB, CISA, Fedramp PMO) release instructions for inventory

« Assessment of Funding required for PQC Migration
30 days after May 4, 2023, agencies submit assessment of funding required to migrate systems and assets inventoried above

« Within 1 year, CISA (in coord w/NIST and NSA) release a strategy on automated tooling and support for
assessment of agency progress towards adoption of PQC

» Testing pre-standardized PQC in production environments

Within 60 days of the publication of this memorandum, NIST, in coordination with CISA and the FedRAMP PMO, will establish a mechanism, as part of
the working group described in Section VI, to enable the exchange of PQC testing information and best practices among agencies as well as with
private sector partners.

» Within 30 days, OMB and ONCD will establish a cryptographic migration working group consisting of NIST,
CISA, NSA, the FedRAMP PMO, and agency representatives. This working group will be chaired by the
Federal Chief Information Security Officer and will provide assistance and coordination for agencies
conducting cryptographic inventories and migration.


https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf

U.S GOVERNMENT PQC DRIVERS (4 OF 5) NIST [ (C Setenmy

* Dec 21, 2022: H.R.7535 - Quantum Computing Cybersecurity Preparedness Act (117th
Congress (2021-2022) -
» Inventory/Priorization/Assessment
« Budgetary Effects


https://www.congress.gov/bill/117th-congress/house-bill/7535
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* Jun 27, 2023: U.S. General Services Administration Post-Quantum Cryptography - Market
Research -

» Purpose of this RFl is to assist the Government in conducting market research focused on identifying companies
who offer Post-Quantum Cryptography (PQC) services and products.


https://sam.gov/opp/cd5127eb36bc4abd8144ef2ec2149a4a/view#20230628
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Initfiating the development of practices to ease
migration from the current set of public-key
cryptographic algorithms to replacement
algorithms that are resistant to quantum
computer-based afttacks



MIGRATION TO PQC PROJECT FOCUS

« Complement NIST PQC standardization effort

..................

» Support US Government PQC initiatives (White House MIGRATION TO POST-QUANTUM
NSM-10 (M-23-02), CISA, NSA CNSA 2.0, etc.) g el A

- Tackle challenges with adoption, implementation, and
deployment of PQC

« Engage with the community including industry
collaborators and across government to bring
awareness to the issues involved in migrating to post-
guantum algorithms

» Coordinate with standard developing organizations and
government and industry sectors community to
develop guidance to accelerate the migration
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« Amazon Web Services, Inc. (AWS) « Keyfactor

« Cisco Systems, Inc. « Microsoft

« Cybersecurity and Infrastructure « National Security Agency

Security Agency (CISA) (NSA)

« Cloudflare, Inc. « PQShield

« Crypto4A Technologies, Inc. « Safelogic, Inc.

« CryptoNext Security « Samsung SDS Co., Ltd.

« Dell Technologies « SandboxAQ

« DigiCert « SSH Communications

e Entrust Security Corp

e HP, Inc. » Thales DIS CPL USA, Inc.

e IBM » Thales Trusted Cyber
Technologies

» Information Security Corporation
* InfoSec Globdal

* ISARA Corporation

« JPMorgan Chase Bank, N.A.

« Utimaco

* Verizon

« VMware, Inc.
* wolIfSSL
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